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Abstract. The proliferation of child sexual abuse material (CSAM) online
is a global epidemic. Recently, programs to prevent child sexual abuse
perpetration are being developed, and mounting evidence suggests that
these measures can mitigate the risk of abuse. This study investigates
the factors associated with help-seeking among CSAM offenders to
inform efforts to increase uptake and strengthen effectiveness of such
interventions. We analyze survey responses from 4,493 individuals who
self-report to use CSAM. 55.0% of respondents report that they would
like to stop using CSAM; however, only 13.8% have sought help, and
only 3.2% have accessed help. The respondents most likely to want to
stop using CSAM are those who report difficulties with mental health,
in daily life, and related to use of CSAM. The respondents most likely to
have sought treatment include those who report that they have sought
contact with children, have experienced self-harm or suicidal thoughts,
are in contact with other offenders, experience difficulties related to
CSAM and in daily life, and view CSAM depicting toddlers and infants. We
complement the findings with insights from a survey of 255 help-seeking
individuals participating in an online self-help program to stop CSAM use.

1 Introduction

Sexual abuse and exploitation of children, including the creation, use, and dissemination
of child sexual abuse material (CSAM), is a global public health problem of epidemic
proportions, with severe adverse impacts on child victims, survivors, and society as a
whole (US National Center for Missing & Exploited Children [NCMEC] 2024). In 2023, the
US National Center for Missing and Exploited Children received over 36.2 million reports
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of suspected child sexual exploitation (NCMEC 2024b). In 2015, the estimated lifetime
economic burden of child sexual abuse (CSA) in the United States was $9.34 billion
(Letourneau et al. 2018). The volume of CSAM is massive and exponentially increasing,
with an 87% increase in the number of reports since 2019 (WeProtect 2023), and content
is growing increasingly violent (Internet Watch Foundation [IWF] 2024). In 2024, the
Internet Watch Foundation (IWF) reported a 5% annual increase in CSAM depicting 7- to
10-year-olds, with content depicting 11- to 13-year-olds remaining in highest demand
(IWF 2024). The volume of Category A material, the most extreme category of imagery,
has increased by 22% since 2022 (IWF 2024). Many CSAM offenders self-report having
sought direct contact with children (Insoll et al. 2022), underscoring the urgent need for
stronger prevention measures.

Sexual violence for which there is recorded footage is particularly traumatic for the victim
and has lifelong consequences for victims and survivors. The awareness of recorded
evidence of sexual abuse, the fear of its possible online spread and circulation, and the
fear of recognition by the offenders can have long-lasting, devastating impacts for victims
of CSAM. As a result, victims experience re-victimization each time the material is shared
or viewed (Canadian Centre for Child Protection [C3P] 2017).

Despite the unprecedented growth of online crimes of sexual violence against children,
efforts to prevent perpetration remain scattered and non-systematic (Quadara 2019;
Higgins et al. 2019). Tertiary-level initiatives that focus on already-convicted or known
offenders are more prevalent (Cant, Harries, and Chamarette 2022); however, there has
been an increase in offender-focused primary and secondary prevention initiatives that
address the crime before it occurs (Knack et al. 2019). Letourneau et al. (2014) propose
the need for a systematic and comprehensive public health approach to address CSA.
This type of approach incorporates multiple levels of prevention, engages a variety of
relevant stakeholders, and encompasses local, national, and international dimensions
(Letourneau et al. 2014). Perpetration prevention measures are an essential part of a
public health approach, as they contribute to the prevention of victimization and re-
victimization, prevent individuals at risk of offending from committing crimes, and spare
the resources of criminal justice and healthcare systems (Knack et al. 2019).

Previous research has found that many CSAM offenders want to change their harmful
and illegal behavior; however, they often find themselves unable to maintain behavioral
change and require professional support (Nurmi et al. 2024; Wild et al. 2019; Levenson,
Willis, and Vicencio 2018). As such, there is a need for research to understand the facili-
tators and barriers to help-seeking and inform efforts to increase uptake of perpetration
prevention resources.

In this study, we examine factors associated with motivation to change behavior and
with seeking help to stop using CSAM among anonymous CSAM offenders. We analyze a
sample of 4,493 individualswho voluntarily responded to the anonymous “Help us to help
you” survey in English or Spanish after they had searched for CSAM on a dark web search



Journal of Online Trust and Safety (2024) 3

engine, and who self-report that they use CSAM. We test our hypotheses on the factors
positively associated with motivation to change and help-seeking behavior. Over half
(55.0%) of the respondents report that they would like to stop viewing CSAM. However,
only 13.8% of respondents report that they have sought help to stop using CSAM, and
only 3.2% report that they have found help. We find the factors that have a strong positive
association with motivation to change to be frequent mental health difficulties, contact
with other CSAM offenders, and fear of escalating offending. Factors strongly positively
associated with help-seeking behavior include seeking contact with children, having
thoughts about contacting children, experiencing frequent mental health difficulties,
feeling strongly affected by other CSAM offenders, and viewing CSAM depicting toddlers
and infants.

We complement the findings by presenting insights from a survey of 255 help-seeking
individuals engaged with an anonymous online self-help program to stop using CSAM.
Findings from this survey reveal that the most prevalent self-reported motivations for
seeking help include feelings of guilt and shame (69.0%), a negative impact of CSAM
on life (56.1%), and fear of being caught (54.0%). Half of respondents (50.5%) began
searching for help at least one year after first using CSAM. When seeking help, respon-
dents commonly report such obstacles as fear of being caught and legal consequences
(79.6%), fear of being stigmatized (75.7%), and fear of being rejected by a specialist
(50.5%).

2 Prior Research

2.1 Child Sexual Abuse Material: Definition and Emerging Threats

CSAM includes images, videos, live-streaming, and any other material or representation
that depicts sexual violence against a child (Greijer and Doek 2016; NCMEC 2024a).
CSAM includes material depicting a child in real or simulated explicit sexual activities or
exploitative acts, partially clothed or nude, or any sexualized material depicting the anal
or genital region of the child (Greijer and Doek 2016). CSAM is often referred to as “child
pornography” in international and legal instruments. Growing consensus recognizes that
this term is misleading and harmful, as it suggests that children are able to consent to
appear in “pornography.” We choose not to use the term “child pornography,” so as not
to normalize or perpetuate the use of terms that legitimize behaviors or practices that
harm children. Instead, we use the term “child sexual abuse material,” which accurately
describes the content, i.e., “sexual abuse,” and respects the rights of the child.

A large portion of CSAM is disseminated in the dark web (WeProtect 2021). The dark
web is predominantly accessed via the Tor Browser, an open source privacy network
with over four million daily users that allows users to browse the web anonymously (The
Tor Project 2024). A study of six different dark web forums revealed that out of a total



4 Journal of Online Trust and Safety (2024)

of 600,000 members, 94% engaged in downloading CSAM (Bruggen 2023). Gannon
et al. (2023) found that websites hosting CSAM are 2,000 times more prevalent on
the dark web in comparison to the surface web. Research by Owen and Savage (2015)
demonstrated that CSAM is the most searched type of content on the dark web, with
168,152 search requests per day.Nurmi et al. (2024) conducted the first large-scale study
of the availability of CSAM on the Tor network, finding that CSAM is easily available using
21 out of the 26 most-used Tor search engines. Additionally, analysis of 110,133,715
search sessions from the Ahmia.fi search engine revealed that 11.1% (N = 12,270,042)
seek CSAM (Nurmi et al. 2024), demonstrating the significant demand for CSAM via dark
web search engines.

The rapid development of new technologies poses new threats to children, as perpetra-
tors exploit emerging technologies to evade detection and harm children in new ways
(WeProtect 2023). The past few years have seen the rise of increasingly realistic CSAM
generated ormodified by artificial intelligence (AI-generated CSAM) (IWF 2023). Artificial
intelligence (AI) can be misused to simulate, in part or in full, images, videos, audios,
or texts depicting child sexual abuse and exploitation. A growing body of evidence in-
dicates that AI-generated CSAM increases the risk of revictimization of known CSAM
victims, allows offenders to profit from child sexual abuse, and increases opportunities
for grooming and sexual extortion of children (IWF 2023). Thiel (2023) states that an
abundance of realistic AI-generated imagery can hinder effective work of child protection
organizations to detect, report, and remove CSAM and law enforcement agencies to
investigate crimes. Simantiri (2017) emphasizes that AI-generated CSAM perpetuates
the sexualization of children, sustains the demand for CSAM, and fosters harmful sex-
ual fantasies among offenders and potential offenders. This evidence indicates that
AI-generated CSAM—regardless of whether or not a real child is involved—seriously
infringes on children’s rights, as it portrays a representation of child sexual abuse and
constitutes the objectification and sexualization of children, as well as the exploitation
of the image of children.

Another technological development that unintentionally creates increased opportunities
for online child sexual abuse and exploitation is eXtended Reality (XR) gaming (WeProtect
2023). XR features may offer new ways of creating CSAM, both using existing methods
such as live webcam abuse and using tools and techniques from adult XR pornography
(Barrett et al. 2023). Additionally, when misused, XR provides opportunities to distribute
CSAM via interactions in social spaces, such as chat rooms, or through specially designed
applications (Barrett et al. 2023).

An alarming issue is the emergence of “self-generated” CSAM, in which perpetrators
coerce or manipulate children into producing or sharing sexual material of themselves
(Greijer and Doek 2016). According to the IWF, from 2020 to 2022, coerced “self-
generated” sexual abuse imagery of children aged 7 to 10 increased by 360% (IWF
2022). In 2023, 92% of the content the IWF assessed contained “self-generated” CSAM



Journal of Online Trust and Safety (2024) 5

(IWF 2024).

2.2 Child Sexual Abuse Material Offenders

Prior research finds that motivations behind CSAM offending are complex and wide-
ranging, including, inter alia, sexual interest in children (Seto 2013), emotional congru-
ence with children (Merdian et al. 2013), coping with stress (Kettleborough and Merdian
2016), commercial interest (Açar 2017), and situational offending (Knack, Holmes, and
Fedoroff 2020).

A number of studies have categorized CSA offenders into subgroups, identifying CSAM-
only offenders; contact offenders; and mixed offenders, who commit both contact and
online crimes (Seto, Hanson, and Babchishin 2010; Woodhams et al. 2021; Babchishin,
Hanson, and Hermann 2010). As studies are largely based on criminal convictions or self-
reported data, it remains difficult to precisely classify the typologies of CSA offenders. A
meta-analysis by Seto, Hanson, and Babchishin (2010) finds that, according to official
records of contact offenses among CSAM offenders, 12.2% of online offenders have
committed a contact crime, while self-report evidence reveals that 55.1%of online CSAM
offenders admit to having committed a contact sexual crime against a child.

Ly, Dwyer, and Fedoroff (2018) find that CSAM offenders are generally younger than
contact CSA offenders. In contrast to contact offenders, they achieve higher levels of
education and secure higher incomes (Babchishin, Hanson, andVanZuylen 2014). Ameta-
analysis of the psychological characteristics of CSAM and contact offenders revealed
that CSAM offenders have a lower prevalence of cognitive distortions, lower emotional
congruence with children, and higher rates of victim empathy when compared to contact
offenders (Babchishin, Hanson, and Hermann 2010). Babchishin, Hanson, and VanZuylen
(2014) find that CSAMoffenders are prone to havingdifficultieswith sexual self-regulation
and often have no prior criminal record. According to a study by Babchishin, Hanson,
and Hermann (2010), CSAM offenders are more likely, when compared to the general
population, to have experienced adverse childhood experiences—particularly physical
and sexual abuse.

Offenderswho commit both contact andonline crimes are characterizedbymore frequent
difficulties with sexual regulation, a higher prevalence of pedophilic disorders, and
wider access to children compared to CSAM-only offenders (Babchishin, Hanson, and
VanZuylen 2014). According to Babchishin, Hanson, and VanZuylen (2014), compared to
CSAMoffenders,mixed offenders have fewer obstacles to committing a crime due to, inter
alia, higher prevalence of prior offending, unemployment, and substance abuse.

While Babchishin, Hanson, and Hermann (2010) found that CSAM offenders tend to have
a lower prevalence of cognitive distortions when compared to contact offenders, other
studies have emphasized that cognitive distortions often accompany CSAM offending,
justifying and sustaining illegal behavior (Steel et al. 2021a). Common cognitions include
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beliefs that children can consent to sexual acts or enjoy the violence they are subject to
(Ward and Keenan 1999), beliefs that offenders’ actions are out of their control (Bartels
and Merdian 2015), beliefs that viewing CSAM is incentivized by curiosity and does not
harm children (Quayle and Taylor 2004), and perceptions of theworld beyond the internet
as limiting (Steel et al. 2020).

2.3 Child Sexual Abuse Perpetration Prevention

Efforts to prevent child sexual abuse largely focus on the prevention of victimization
(Knack et al. 2019; Centers for Disease Control and Prevention 2024). However, in-
creasing attention has been given to offender-focused measures that aim to prevent the
perpetration of child sexual abuse and exploitation by tackling the underlying causes of
criminal behavior and targeting individuals who harbor fears of committing or recommit-
ting harmful acts or who are at risk of doing so (Knack et al. 2019).

A range of programs designed to prevent the perpetration of sexual violence against
children are being developed globally (Di Gioia and Beslay 2023), and a growing body
of evidence indicates that initial perpetration can be prevented and reoffending can
be reduced after treatment (Lätth et al. 2022; Foshee et al. 1998; Foshee et al. 2004;
Letourneau et al. 2022; Taylor et al. 2012; Taylor, Mumford, and Stein 2015; Duwe
2018; Letourneau et al. 2009; Sheerin et al. 2020; Silovsky, Hunter, and Taylor 2018;
Wilson, McWhinnie, and Wilson 2008). For example, a placebo-controlled trial by Lätth
et al. (2022) showed for the first time that a guided web-based intervention based
on cognitive behavioral therapy for individuals who consume CSAM can reduce the
amount of time spent viewing suchmaterial. An evaluation of community-based cognitive
behavioral therapy for youth with problematic sexual behavior – cognitive behavior
therapy for children revealed a considerable reduction of problematic sexual behavior
among participants after the program (Silovsky, Hunter, and Taylor 2018). Duwe (2018)
evaluated a sexual offender reentry program and found that recidivism risk was reduced
by 88%.

While CSA perpetration prevention efforts are growing, recent research has called for
increased attention and evaluation of such programs. Hillert et al. (2024) found that
evaluations and observations of web-based initiatives aimed at preventing sexual offense
perpetration show overall promising results and are well-appreciated. However, they
acknowledge the scarcity of evaluation studies and the need for more randomized
controlled trials. In a systematic review of CSA perpetration prevention efforts, Seto
et al. (2024) conclude that higher-quality evaluations of perpetration prevention efforts
are greatly needed.

2.4 Help-Seeking Among Child Sexual Abuse Material Offenders

While there is growing investment in CSA and CSAM perpetration prevention programs,
there is limited research on the prevalence and process of help-seeking among CSAM



Journal of Online Trust and Safety (2024) 7

offenders to inform the development of such programs. As such, there is a need for
further research to understand the barriers and facilitators to help-seeking among this
population.

Rickwood and Thomas (2012) define help-seeking as an “adaptive coping process” when
an individual seeks support to tackle health-related difficulties. Help-seeking consists
of problem recognition, the decision to seek assistance, and the selection of a suitable
help resource (Srebnik, Cauce, and Baydar 1996). It can be formal or informal (Slotte
et al. 2022), or take the form of self-help (Rickwood and Thomas 2012).

Research on help-seeking for mental health-related difficulties can provide a basis for
understanding the possible factors associated with help-seeking among CSAM offenders.
Prior research indicates that help-seeking is a complex process influenced by a plethora
of factors, including demographics, attitudes, well-being, and resource availability.

Demographic characteristics found to deter seeking treatment for mental health difficul-
ties include being male (Doll et al. 2021), being young or elderly (Magaard et al. 2017),
being married or cohabitating (Andrade et al. 2013), and having a low educational level
and low health literacy (Zhao and Hu 2022; Levenson, Willis, and Vicencio 2017).

Attitudinal aspects, such as a subjective need for help and acceptance of the problem,
have been reported as the most precise predictors of help-seeking (Nagai 2015). Among
CSAM offenders, attitudes toward help-seeking may be affected by cognitive distortions
(Levenson, Willis, and Vicencio 2017), and help-seeking can be inhibited by feelings of
shame (Eigenhuis et al. 2021), negative attitudes toward treatment (Andrade et al. 2013),
fear of judgement by a specialist (Levenson,Willis, and Vicencio 2017), the belief that one
can handle the problemwithout external help (Swaby and Lievesley 2022), and the belief
that one can manage their sexual urges (Levenson, Willis, and Vicencio 2017).

The current state of an individual’s well-being can act as both a barrier and a facilitator
to seeking help. Some studies have found that the presence of physical symptoms,
mental distress (Eigenhuis et al. 2021), and anxiety disorders (Magaard et al. 2017) can
facilitate help-seeking. Certain symptomsof depression, such as feelings of hopelessness
(Eigenhuis et al. 2021) or suicidal ideation (Zhao and Hu 2022), tend to deter help-
seeking, while longer and more frequent depressive episodes can facilitate it (Magaard
et al. 2017). In addition, identification of symptoms by other individuals can stimulate
help-seeking behavior (Eigenhuis et al. 2021; Nagai 2015).

Finally, help-seeking is facilitated by easily accessible and proactive help services (Slotte
et al. 2022; Hussein et al. 2022; Eigenhuis et al. 2021) and can be impeded by negative
personal or known prior experience of seeking help (Andrade et al. 2013; Slotte et
al. 2022). CSA offenders report concerns about anonymity, confidentiality, and the lack
of qualified specialists when seeking help (Levenson, Willis, and Vicencio 2017).

Non-disclosure of CSAM use and absence of help-seeking behavior facilitate first-time or
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further offending (Swaby and Lievesley 2022). Further research is needed to deepen our
knowledge of anonymous, undetected CSAM offenders and those at risk of offending,
and of ways to prevent their offending behavior.

3 Hypotheses

In this study, we explore characteristics of CSAM offenders in order to identify factors
positively associated with motivation to stop CSAM use and with help-seeking behavior.
We test the following hypotheses:

Hypothesis 1: Early age and accidental exposure to CSAMwill be positively associated
with self-reported motivation to stop CSAM use and with help-seeking behavior.We
hypothesize that respondentswhohavebeenexposed toCSAMat an early age are likely to
want to change their behavior and to have sought help, as exposure to extreme material
during childhood may have a serious impact on mental health, which prior research
has found to be a motivator to seek help (Eigenhuis et al. 2021; Magaard et al. 2017).
We hypothesize that accidental exposure to CSAM is also positively associated with
motivation to change and help-seeking behavior, as the non-consensual and disturbing
nature of accidental exposure to abusive material may cause significant psychological
distress, which may prompt an individual to seek help.

Hypothesis 2: Longer and more frequent use of CSAM will be positively associated
with self-reported motivation to stop CSAM use and with help-seeking behavior.
Respondents who report longer and more frequent CSAM use may be more likely to
experience and acknowledge the negative effects of CSAM use on their well-being, which
would increase their subjective need for treatment, which Nagai (2015) found to be one
of the strongest predictors of help-seeking.

Hypothesis 3: Viewing CSAM depicting younger children will be positively associated
with self-reported motivation to stop CSAM use and with help-seeking behavior.We
hypothesize that respondents who report viewing CSAM depicting younger children are
more likely to exhibit a desire to change their behavior and to have sought help compared
to those who report viewing CSAM depicting older children. Cognitive distortions and
the sexualization of children in media and popular culture contribute to the justification
of viewing CSAM depicting older children among offenders, potentially preventing the
recognition of problematic behavior (Steel et al. 2020; Rush and La Nauze 2006).
Comparatively, viewing more extreme material depicting infants and toddlers may be
more difficult to rationalize. This increased difficulty in rationalization may heighten the
likelihood of users acknowledging the issue with their behavior and attempting to change
it.

Hypothesis 4: Experiencing mental health difficulties will be positively associated
with self-reported motivation to stop CSAM use and with help-seeking behavior.We
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hypothesize, on the basis of prior research, that respondents who experience mental
health difficulties are more likely to report a desire to change their behavior and to seek
help (Eigenhuis et al. 2021; Magaard et al. 2017).

Hypothesis 5: Seeking contact with children after viewing CSAM will be positively
associated with self-reported motivation to stop CSAM use and with help-seeking
behavior.We hypothesize that individuals who seek contact with children will be more
likely to want to stop CSAM use and seek help. This association is attributed to the
mental stress caused by the fear of offending escalation (Eigenhuis et al. 2021; Magaard
et al. 2017).

Hypothesis 6: Not being in contact with other CSAM offenders will be positively
associated with self-reported motivation to stop CSAM use and with help-seeking
behavior. Research indicates that communities of CSAM offenders tend to reinforce
cognitive distortions and neutralizations related to CSAM offending, normalizing and
facilitating criminal behavior (Huikuri 2023; O’Halloran and Quayle 2010). As such, we
hypothesize that respondents who are more frequently in contact with other users will
be less likely to want to stop using CSAM and less likely to have sought help.

4 Data and Methods

4.1 Sample

We analyze a sample of 4,493 individuals who voluntarily responded to the “Help us to
help you” survey in English or Spanish after they searched for CSAM in dark web search
engines from May 5, 2021, to November 28, 2023. We extract the sample for analysis
from a total sample of 13,791 respondents who answered the survey during the data
collection period in one of the 21 available languages. We include only respondents
who answered the survey in English or Spanish (N = 8,670), which are the two largest
language groups represented, making up 62.9% of responses. Additionally, we include
only respondents who self-report using CSAM by answering “CSAM related to boys aged
4–13 years,” “CSAM related to girls aged 4–13 years,” or “CSAM related to infants and
toddlers aged 0–3 years” to a question that asks what type of content the respondent
views. We exclude those who self-report watching other material (“related to violent
or sadistic and brutal material” and “other violent material”). Table 1 presents the final
analytical sample, which comprises N = 4,493 total respondents, including N = 3,310who
answered in English (73.7%) and N = 1,183 who answered in Spanish (26.3%).

4.2 “Help us to help you” Survey

We collected the data for this study via an anonymous survey of individuals searching for
CSAM on dark web search engines. The “Help us to help you” survey is available in 21
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Table 1: “Help us to help you” survey data sample

Complete responses to the survey 13,791
Responses in English or Spanish 8,670
Explicitly self-report using CSAM 4,493

Final analytical sample 4,493

English 3,310 Spanish 1,183

languages1 and consists of 43 single-select, multiple-choice, and open-ended questions
asking respondents about their thoughts, feelings, and behaviors related to their use of
CSAM.

We do not collect any personally identifiable data, such as age, gender, nationality, or
location, and we phrase the questions to avoid specifics of criminal conduct (e.g., time,
date, place, or victim details). We inform participants that by answering the survey, they
are providing their informed consent to participate in the study. At the end of the survey,
we offer participants links to resources to help manage urges and stop using CSAM,
including the ReDirection Self-Help Program,2 Helplinks.eu,3 and Project Bridge.4

From May 5, 2021, to November 28, 2023, the “Help us to help you” survey was visited
over 400,000 times, and 13,791 individuals responded. For respondents who do not
wish to answer the “Help us to help you” survey, we offer the “No need for help” survey,
which asks respondents if they would like to disclose the reason they believe that they
do not need help. Within the same period, the “No need for help” survey was visited over
100,000 times and received responses from 9,045 individuals.

4.3 Dark Web Search Engine-Based Intervention

We recruit respondents to the “Help us to help you” survey via three prominent dark web
search engines: Ahmia.fi, OnionLand, and Onion Search Engine (see Figure 1). We recruit
participants through the dark web, as it is a common platform for searching for CSAM
(Nurmi et al. 2024; WeProtect 2023; Huikuri 2023; Gannon et al. 2023). We display
the survey to those seeking CSAM, using a set of 1,265 keywords in, inter alia, English,
Spanish, Russian, German, Swedish, Dutch, Czech, Slovak, and Finnish. We composed
these keywords based on user search behavior on the Ahmia.fi search engine, as well as
keywords provided by national and international law enforcement agencies.

1. The “Help us to help you” survey is available in Arabic, Simplified Chinese, Czech, Danish, Dutch, English,
Estonian, Finnish, French, German, Hindi, Italian, Japanese, Norwegian, Polish, Portuguese, Russian, Spanish,
Swedish, Tagalog, and Thai.
2. The ReDirection Self-Help Program is an online self-help tool to stop using child sexual abuse material;

https://www.redirectionprogram.com.
3. Helplinks.eu is a comprehensive list of resources intended to assist individuals seeking help and support

for addressing problematic sexual interest in children, maintained by the Internet Crimes Against Children
Section, National Cybercrime Center, National Criminal Investigation Service, Norway; https://helplinks.eu.
4. Project Bridge, funded by the European Commission under the Internal Security Fund, offers anonymous

and free of charge therapeutic interventions for people with sexual urges involving children and people who
view child sexual abuse material; https://www.iterapi.se/sites/bridge.

https://www.redirectionprogram.com
https://helplinks.eu
https://www.iterapi.se/sites/bridge


Journal of Online Trust and Safety (2024) 11

Ahmia Search Ahmia  Search

Are you worried about your use of child sexual abuse material? Let us help you. First, choose your language.

English Español Deutsch Nederlands Svenska Suomi Čeština Slovenčina

NEW ANONYMOUS SUPPORT AVAILABLE ON TOR!
Are you concerned about your use of child sexual abuse material? Let us help you. Click here to learn more about the

Bridge study for anonymous support. Available on the Tor Browser and without enabling JavaScript. In English, German,

Spanish, Swedish, Finnish, Czech, and Slovak.
6wvybf7ub3xk5ow66wt7os3aovbzoo2eei6vjirvhvvkmqg4alnezzid.onion

Help us to help you. Take few minutes to answer this questionnaire.
Questionnaire which aims at developing a self-help program intended for people who are worried about their sexual

interest, thoughts, feelings or actions concerning children.
webropol.com

Self-help Program Available In The Tor Network
ReDirection self-help program for people who are worried about their use of Child Sexual Abuse Material (CSAM)
redirhr3cvqeq2xglvjfd2uiilycwn7nmu3rtnuwv7zthzxjrj7wf3yd.onion

Figure 1: When a user searches for CSAM-related terms, Ahmia.fi returns links to online
help resources and invitations to participate in research surveys.

This research methodology attempts to address a common tendency in related research
to focus primarily on individuals who have been convicted of CSAM-related crimes
(Merdian et al. 2013; Steel et al. 2021b; Seto, Reeves, and Jung 2010; Webb, Craissati,
and Keen 2007; Rimer and Holt 2022). This narrow focus can lead to a skewed or
incomplete understanding of CSAM offenses, as it overlooks the likely possibility that
many CSAMoffenders have not been, andmay never be, caught or convicted. Additionally,
the retrospective nature of studies that examine past instances of criminal behavior
inevitably limits the timeliness of the information. By recruiting respondents via dark
web search engines, we attempt to address these limitations by collecting up-to-date
information on individuals who are undetected and actively seeking CSAM. Collecting
survey data via the dark web inevitably poses certain risks, including ethical challenges
with consent and privacy, data security, participant dishonesty and sampling bias, and
technical anonymity issues. When these risks are carefully considered and mitigated,
we find that this methodology demonstrates feasibility for recruiting study participants
for self-report surveys and is showing early signs of feasibility for recruiting users to
intervention resources.

4.4 Outcomes

We use two outcomes tomeasure the respondents’ willingness to stop viewing CSAM and
their help-seeking behavior. Together, the two outcomes give a comprehensive picture
of respondents’ help-seeking behavior.
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4.4.1 Primary Outcome

To target the general motivation to change offending behavior, we chose the primary
outcomemotivation to stop using CSAM. The primary outcome is based on answers to
the question, “I would like to stop searching and viewing CSAM/illegal violent material.”
The five answers range from “Not at all” to “Nearly every time.” For bivariate analysis,
we recoded the variables into binary measures: 0 = no, those who have no motivation to
change (“Not at all”; “I have not thought about it”), 1 = yes, those who are motivated to
change (“Weekly”; “Monthly”; “Nearly every time”).

4.4.2 Secondary Outcome

We chose help-seeking behavior as the secondary outcome. The secondary outcome
is based on answers to the question, “Have you sought help to stop searching, using,
or sharing CSAM/illegal violent material?” The five answers range from “No, never”
to “I have and I got help.” For bivariate analysis, we recoded the variables into binary
measures: 0 = no, those who have not sought help (“No never”; “I have not thought
about getting help”; “I am afraid to seek help”) and 1 = yes, those who have sought help
(“I have, but did not get any help”; “I have and I got help”).

4.5 Covariates

We analyze 15 covariates, categorized into six groups: onset of CSAM use, nature of
CSAM use, victim demographics, mental health, contact with children, and contact with
other CSAM offenders. The distribution of these covariates is detailed in Table 3, Table 4,
and Table 5 (see Appendix Tables).

1. Onset of CSAM use

This group of covariates examines the onset of CSAM use by measuring the age and
nature of the first exposure to CSAM.

Age at first exposure: Nearly two-thirds (64.3%) of respondents report that they first saw
CSAM below the age of 18, with most respondents reporting that they were first exposed
when they were 13 years old or under (33.7%).

Nature of first exposure: Less than a quarter (21.4%) of respondents report that they
first saw CSAM after actively searching for it, while many claim to have seen it for the
first time accidentally (43.6%). 17.7% report that they first saw CSAM after searching
for pornographic or hard-core material. The prevalence of accidental exposure may
be inflated, as respondents may be inclined to attribute their exposure to accidental
encounters rather than intentional searches in order to portray themselves in a more
favorable light.

2. Nature of CSAM use



Journal of Online Trust and Safety (2024) 13

This group of covariates examines the duration and frequency of CSAM use.

Duration of CSAM use: Many respondents report that they have been using CSAM for less
than six months (51.5%). 23.9% report having used CSAM for five years or more.

Frequency of CSAM use: Many respondents (47.8%) report searching for and viewing
CSAM occasionally (i.e., at no regular intervals), while some use CSAM weekly (10.7%)
or daily (12.4%).

3. Victim demographics

Victim demographics measures the age and gender of the children depicted in the CSAM
that the respondents view.

Victim age and gender: Most respondents report viewing CSAM that depicts girls aged
4–13 years (65.2%). 27.4% view CSAM that depicts boys of the same age, while 7.5%
view CSAM depicting infants and toddlers aged 0–3 years.

4. Mental health

This group of covariates measures a range of aspects related to the mental health of
respondents.

Feelings before using: Prior to viewing CSAM, many respondents report feeling sexually
aroused or agitated (42.6%); some feel optimistic (23.5%); and some feel guilt and
shame (17.0%) or depressed and anxious (14.3%).

Inability to control behavior: 72.2% of respondents feel, at least rarely, that they are
unable to control their behavior when searching for CSAM.

Self-harm and suicide attempts: Over half (54.0%) of respondents have experienced
self-harming or suicidal thoughts or attempts.

Difficulties related to use: Around half (50.0%) of respondents have experienced dif-
ficulties related to their use of CSAM, including difficulties with mental health, close
relationships, and substance abuse.

Difficulties in daily life: Around half (49.7%) report experiencing difficulties in their
ordinary daily routine and activities.

5. Contact with children

This group consists of covariates identifying fear of committing sexual acts, thoughts of
seeking contact with children online, and seeking contact with children online.

Fear of committing sexual acts: Over half (57.0%) of respondents feel, at least rarely,
afraid that their use of CSAMmay lead to sexual acts against a child or adult.
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Thoughts of seeking contact with children online: 47.3% have thought about seeking
contact with children online after viewing CSAM.

Seeking contact with children online: 39.7% have sought direct contact with children
online after viewing CSAM.

6. Contact with other CSAM offenders

Finally, contact with other CSAM offenders includes the frequency of contact with other
CSAM offenders and feeling affected by other users.

Contact with other CSAM offenders: 39.5% of respondents have been in contact with
other CSAM offenders, while 33.6% say they have never been in contact with other CSAM
offenders, and 26.9% say they do not want to be in contact with other users.

Feeling affected by other CSAM offenders: 37.5% report that they have been affected by
the feelings, thoughts, or behaviors of other CSAM offenders.

4.6 Methods

To run the analysis, we divide the responses to the “Help us to help you” survey through
cross-tabulation to investigate the difference between respondents who report having
motivation to change their behavior and those who do not (answered “yes” or “no” to the
question, “I would like to stop searching and viewing CSAM/illegal violent material”). We
perform a similar procedure with the question, “Have you sought help to stop searching,
using or sharing CSAM/illegal violent material?” We use bivariate analysis to define the
differences between respondents who have behavioral change motivations or try to
seek help and those who do not have motivation to change or do not seek help. We use
chi-square tests to examine the statistical significance of these associations. The factors
that will be considered in the analysis include six groups of variables: onset of CSAM
use, nature of CSAM use, victim demographics, mental health, contact with children, and
contact with other CSAM offenders.

5 Results

5.1 Outcome Distributions

Table 2 presents the full distributions of the two outcome variables. Table 6 (see Appendix
Tables) presents the distributions of the two outcome variables recoded into binary
measures.

According to the primary outcome distribution, over half of respondents report that they
wish to stop searching for and viewing CSAM (55.0%, N = 2,311 of 4,202 who responded
to the question). This includes respondents who report that they feel on a weekly basis
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that they would like to stop using CSAM (14.1%, N = 594), feel this on a monthly basis
(9.1%, N = 383), and those who feel this way nearly every time they use CSAM (31.7%,
N = 1,334). 45.0% of respondents (N = 1,891 of 4,202 who responded to the question)
report that they do not want to stop searching for and viewing CSAM, including 26.0% (N
= 1,093) who answered “Not at all” and 19.0% (N = 798) who have not thought about
it.

The secondary outcome distribution shows that the majority of respondents (86.2%, N =
3,028 of 3,513 who responded to the question) have not sought help to stop searching
for, using, or sharing CSAM, including 41.9% (N = 1,473) who report that they have never
sought help, 17.1% (N = 601) who report that they have thought about getting help, and
27.2% (N = 954) who report that they are afraid to get help. Of the 13.8% (N = 485)
respondents who have sought help, only 23.3% report that they have received help (N =
113 of 485 who report having sought help).

The outcomedistributions indicate thatmany online CSAMoffenderswould like to change
their behavior and stop using CSAM; however, very few have actively sought help to do
so. Most of those who have sought help have not been able to access help.

Table 2: Outcome distributions of “Help us to help you” survey

Question N %

I would like to stop searching and viewing CSAM
Not at all 1,093 26.0
I have not thought about it 798 19.0
Weekly 594 14.1
Monthly 383 9.1
Nearly every time 1,334 31.7
Total 4,202 100.0
Sought help to stop searching, using, or sharing CSAM
No never 1,473 41.9
I have thought about getting help 601 17.1
I am afraid to seek help 954 27.2
I have, but did not get any help 372 10.6
I have and I got help. What kind of help? 113 3.2
Total 3,513 100.0

5.2 Bivariate Associations

Table 7, Table 8, and Table 9 (see Appendix Tables) present the bivariate analysis,
examining the associations between each covariate and the two outcomes one at a
time. We use the chi-squared test to identify the statistical significance (p < 0.05) of the
associations between covariates and the outcomes recoded into binary measures. To
run the test, we remove all responses with missing values. For motivation to change, all
covariates have a statistically significant association with the outcome. For help-seeking
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behavior, all covariates except nature of first exposure (p = 0.487) and duration of use (p
= 0.341) are statistically significantly associated with the outcome.

Hypothesis 1: Early and accidental exposure to CSAM will be positively associated
with self-reported help-seeking behavior and motivation to stop CSAM use.

The results are partially consistent with the hypothesis that early exposure to CSAM will
be positively associated with the two outcomes. We find that the younger the age at
which the respondents were first exposed to CSAM, the more likely they are to want to
stop using CSAM, except for respondents who were exposed below the age of 13, who
have a slightly lower than average motivation to change (53.4%). However, respondents
exposed at a younger age are less likely to have sought help. Those who first saw CSAM
over the age of 35 are the most likely to have sought help (20.4%), despite being the
least likely to want to stop using CSAM (50.0%).

The results are inconsistentwith the hypothesis that accidental exposurewill be positively
associated with the two outcomes. Respondents who were first exposed to CSAM
accidentally are only slightly more likely to want to stop using CSAM (57.1%), and
are slightly less likely than average to have sought help (13.5%). The chi-squared test
revealed that the association between the nature of first exposure and help-seeking
behavior is not statistically significant (p = 0.487).

The respondents most likely to want to change their behavior are those who first saw
CSAM after searching for other hard-core material (61.9%) and, in particular, those who
reported that they first saw CSAM on another occasion (71.6%). Some respondents
explained in open-ended responses which other occasions they had been first exposed
to CSAM. Responses included while searching for adult pornography, while scrolling
through social media platforms, and as a part of their own sexual abuse. Those who saw
CSAM first through their social connections have the lowest rates of motivation to change
(50.8%). We explore the link between the motivation to change and contact with other
CSAM offenders further in Hypothesis 6 (Section 5.2).

Hypothesis 2: Longer and more frequent use of CSAM will be positively associated
with self-reported help-seeking behavior and motivation to stop CSAM use.

We find that longer duration of CSAM use is positively associated with motivation to
stop using CSAM, except for those who have used CSAM for five years or more, who are
less likely to be motivated to change (59.4%). Longer duration of use is also positively
associated with help-seeking behavior; however, this association is not statistically
significant (p = 0.341).

There is no clear association between frequency of CSAM use and motivation to change
behavior. In terms of help-seeking behavior, a higher frequency of use is positively
associated with a higher likelihood of having sought help, although help-seeking behavior
slightly decreases for respondents who use CSAM daily (17.1%) compared to weekly
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(18.0%).

Hypothesis 3: Viewing CSAM depicting younger children will be positively associated
with self-reported help-seeking behavior and motivation to stop CSAM use.

The results are consistent with the hypothesis, as respondents who view CSAM depicting
infants and toddlers are the most likely to want to stop (64.2%) and the most likely to
have sought help (23.6%).

Respondents who view CSAM depicting girls aged 4–13 aremore likely to want to change
their behavior (60.5%) when compared to respondents who view CSAM depicting boys of
the same age (48.1%). Respondents who view CSAMdepicting boys are, however, slightly
more likely to have sought help (15.4%) than those who view girls (11.9%).

Hypothesis 4: Experiencing mental health difficulties will be positively associated
with self-reported help-seeking behavior and motivation to stop CSAM use.

Overall, all the variables we used to measure various aspects of mental health difficulties
are strongly positively associated with both outcomes. Respondents whomost frequently
experience difficulties related to their use of CSAM (89.1%) and thosewho feel depressed
and anxious before viewing CSAM (82.3%) have the highest likelihood of wanting to stop
using CSAM out of all groups. Feeling guilt and shame prior to viewing CSAM is also
positively associated with wanting to change (74.6%). Respondents whomost frequently
experience difficulties in their ordinary routine (daily 29.8% or weekly 29.2%) are very
likely to have sought help, as are those who have frequent self-harming or suicidal
thoughts (26.5%). Self-reported inability to control behavior is positively associated with
a higher likelihood of both outcomes.

Hypothesis 5: Seeking contact with children after viewing CSAM will be positively
associated with self-reported help-seeking behavior and motivation to stop CSAM
use.

We find that all variables (fear of committing sexual acts, thoughts of seeking contact
with children, and having sought contact with children) are positively associated with a
higher likelihood of both outcomes. Respondents who seek contact with children weekly
are the most likely among all respondents to have sought help (31.6%). Motivation to
change and help-seeking behavior decrease among respondents who think about or seek
contact with children nearly every time they view CSAM. Unlike help-seeking behavior,
motivation to change is likely among the respondents who have never thought about
contacting children online and who have never sought contact with children online after
viewing CSAM.

Hypothesis 6: Not being in contact with other CSAM offenders will be positively
associated with self-reported help-seeking behavior and motivation to stop CSAM
use.
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The results are partially consistent with the hypothesis. Respondents who are not in
contact with other CSAM offenders (78.3%) and those who do not want to be in contact
(79.4%)have among thehighest rates ofwanting to stopusingCSAM. Themore frequently
they are in contact with other CSAM offenders, the less likely they are to want to stop.
Notably, for respondents who are in contact with other users, the more they are affected
by the feelings, thoughts, or behaviors of other CSAM offenders, the more likely they are
to want to stop.

Help-seeking behavior does not follow a similar linear pattern, being the most prevalent
among respondents who are in contact with other users monthly (18.7%) and the
least prevalent among respondents most frequently in contact with other users (7.8%).
However, similarly to the motivation to change, help-seeking behavior becomes more
prevalent as the self-reported influence from other offenders increases. The results
demonstrate that less frequent contactwith other CSAMoffenders is positively associated
with motivation to stop CSAM use, but associations with help-seeking behavior are more
complex.

6 Insights from a Survey of Users of an Online Self-Help Tool to Stop
Using CSAM

6.1 “Motivation to Change” Survey of Active Help-Seekers

In addition to the survey of individuals searching for CSAM, we collected self-report
data from a survey of individuals actively seeking help via an online self-help program to
stop using CSAM. The “Motivation to Change” survey consists of 16 questions asking
respondents about their experience of seeking help, including what motivated them to
seek help, what barriers they faced, and other support they have received.

We recruit participants to the “Motivation to Change” survey via the ReDirection Self-
Help Program website (see Figure 2). The ReDirection Self-Help Program is an online
anonymous self-help program for individuals engaged in or at risk of online offending
(e.g., accessing or downloading CSAM). The program is based on cognitive behavioral
theory and aims to “ReDirect” users away from CSAM by teaching them new skills to
manage their thoughts, emotions, and behaviors related to CSAM use. Users can access
the ReDirection Self-Help Program in English, Spanish, and Finnish on both the clear
web and dark web.

We present a descriptive analysis of a sample of N = 255 individuals who voluntarily
responded to the “Motivation to Change” survey in English (84.7%, N = 216) or Spanish
(15.3%, N = 39) from April 29, 2023, to April 8, 2024. We extracted the data from the
complete sample of 266 respondents, excluding the small group of individuals who
responded to the survey in Finnish (N = 11). This sample represents individuals who are
actively seeking help to change their behavior and stop using CSAM.
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Motivation to Change

Would you like to share your experience of looking for help?

Complete this ‘Motivation to Change’ survey and help

us to understand the challenges that you face.

Link to survey

Figure 2: The ReDirection Self-Help Program webpage invites users to participate in the
“Motivation to Change” survey.

6.2 Descriptive Results of “Motivation to Change” Survey

Table 10 and Table 11 (see Appendix Tables) present the descriptive statistics of the
“Motivation to Change” survey.

Motivations to seek help: We asked respondents what motivated them to seek help.
The most prevalent motivations reported by over half the respondents are feeling guilt
and shame about using CSAM (69.0%), noticing that using CSAM was having a negative
impact on their life (56.1%), and fearing that they will be caught or knowing that it is
illegal (54.0%).

Help-seeking process: When asked how long it took them to seek help after first using
CSAM, most respondents report that it took over a year (50.5%). 35.4% report that it
took them over three years to seek help. Respondents predominantly report that they did
not receive any extra support while they were searching for help (82.4%). Out of those
who did have support, 56.3%were supported by a close person, 37.5% found support in
an online chat service, 34.4% were supported by another CSAM user, and 31.3% found
support via a call-based helpline.

Barriers to help-seeking: To understand possible barriers to help-seeking, we asked
respondents what obstacles they encountered while seeking help. 47.7% of respondents
reported that they encountered obstacles when seeking help, the most prevalent being
fear of being caught and legal consequences (79.6%), fear of being stigmatized (75.7%),
and fear of being rejected by a specialist (50.5%). The least prevalent obstacle to help-
seeking is failure to acknowledge that CSAM use is wrong (17.5%).

Finding a suitable help resource: Nearly half (43.9%) of respondents report that they
have not yet found a help resource suitable to them. A quarter (25.8%) of respondents
report that they found a suitable resource straight away. When asked what difficulties
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emerged when searching for a suitable help resource, 70.2% of respondents reported
that they struggled to find an anonymous help resource, 54.8% could not find information
on relevant help, 44.2% found it challenging to continue seeking help, and 40.4% could
not access help services.

7 Discussion

7.1 Summary of Key Findings

From analysis of responses to the “Help us to help you” survey of individuals searching
for CSAM, we find that the respondents most likely to be motivated to stop using CSAM
are those who report experiencing frequent mental health difficulties, those who are
not in contact with other CSAM offenders (78.3%), and those who are often afraid that
their use of CSAM will lead to sexual acts (75.9%). In terms of mental health difficulties,
respondents who experience very frequent difficulties related to their use of CSAM
(89.1%), who experience daily difficulties carrying out their daily routine (78.9%), who
often feel unable to control their own behavior (77.2%), who feel depressed and anxious
before viewing CSAM (82.3%), and who have had self-harming thoughts and suicide
attempts (75.4%) are the most likely to be motivated to stop using CSAM.

The factors positively associated with help-seeking behavior in part overlap with the
factors positively associatedwithmotivation to stop CSAMuse. Factors strongly positively
associated with help-seeking behavior include seeking weekly contact with children
(31.6%) andweekly thoughts about contacting children (25.2%), feeling strongly affected
by other CSAM offenders (30.5%), and viewing CSAM depicting toddlers and infants
(23.6%). Similarly to the primary outcome, factors related to mental health, including
daily and weekly difficulties in carrying out ordinary routines (29.8%; 29.2%), weekly
difficulties related to CSAM use (26.8%), and frequent self-harming thoughts and suicide
attempts (26.5%), are strongly positively associated with having sought help to stop
CSAM use.

Findings from the “Motivation to Change” survey of active help-seekers provide additional
insights into the motivations and obstacles to seeking help, alongside insight into the
help-seeking process. Most respondents to this survey reported that theyweremotivated
to seek help due to feelings of guilt and shamearound their use of CSAM (69.0%), because
they recognized the negative impact of CSAM on their life (56.1%), and they feared being
caught or knew that using CSAM is illegal (54.0%). Many respondents reported that the
obstacles that they faced when seeking help included fear of being caught and legal
consequences (79.6%), fear of being stigmatized (75.7%), and fear of being rejected by
a specialist (50.5%).
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7.2 Interpretation of Results

Hypothesis 1.We find that respondents who were first exposed to CSAM at a younger
age (i.e., below 18 years old) are more likely to want to stop using CSAM, except for those
who were exposed at the age of 13 or younger. This result could be explained by the
connection with duration of CSAM use, as respondents who were exposed to CSAM at an
earlier age may have been using CSAM for a longer duration than those who first viewed
CSAM later in life. We find that longer duration of CSAM use is also positively associated
with motivation to change. At the same time, respondents who were exposed to CSAM
at a younger age are less likely to seek help, while longer duration of CSAM use does
not show a statistically significant association with help-seeking. As we did not collect
the age of respondents (see Limitations), we are unable to verify this connection. We
recommend future research to examine this question further, to understand the extent to
which the age of first exposure to CSAM is associated with motivation to change.

Notably, the analysis reveals no statistically significant association between the nature of
first exposure to CSAM and help-seeking. Respondents who were exposed to CSAM after
actively searching for other hard-core material or on another occasion, which includes,
e.g., searching for adult pornography or scrolling through social media, are likely to
be motivated to change. This may be due to possible feelings of fear and confusion
entailed by unexpected exposure to CSAM and consequent further interest in viewing
such material.

Hypothesis 2.We find that respondents who report using CSAM very frequently are likely
to have sought help, as are respondents who have used CSAM for a longer duration,
although not statistically significantly. Additionally, in the “Motivation to Change” survey,
the majority of respondents shared that it took them over a year of CSAM use to begin
searching for help. Individuals who use CSAMmore frequently and for a longer period
may be more likely to experience and acknowledge the negative impact of CSAM use
on their well-being, which would increase their subjective need for treatment, which
Nagai (2015) found to be one of the strongest predictors of help-seeking. Additionally,
the second most reported motivator to seek help in the “Motivation to Change” survey is
noticing the negative impact of CSAM on the respondent’s life. This links with our finding
that the strongest predictors for help-seeking behavior are mental health difficulties,
and in particular, experiencing difficulties related to CSAM use and difficulties in daily
life. The results suggest that individuals whose use of CSAM interferes with their life and
routine are likely to seek help and want to change their behavior.

Hypothesis 3. Most respondents to the “Help us to help you” survey report that they
predominantly search for CSAM that depicts girls aged 4 to 13 years. The victim demo-
graphics are consistent with other research, as multiple studies find that the majority
of CSAM depicts girls, and the majority of CSAM victims are prepubescent or younger
(IWF 2024; Seto et al. 2018). Analysis by the IWF found that the largest age category of
children depicted in CSAM is 7 to 13 years old (IWF 2024).



22 Journal of Online Trust and Safety (2024)

We find varying prevalence of motivation to change and help-seeking behavior among
respondents based on the type of CSAM that they use. Notably, respondents who view
CSAM depicting infants and toddlers are very likely to report that they want to stop using
CSAM and report that they have sought help. This may be explained by the theory that
viewing more extreme material may result in stronger negative effects on mental health
of respondents, which we find to have a strong positive association with help-seeking
and motivation to change. Further research is needed to understand the association
between the type of CSAM that individuals view and their likelihood to seek help.

Hypothesis 4. Our findings indicate that mental health difficulties are the most signifi-
cant predictors of help-seeking behavior within this sample. Respondents who report
experiencing difficulties in their daily life and those who report self-harming or suici-
dal thoughts are the most likely to have sought help. Prior research on the association
between mental health and help-seeking varies; however the findings seem to be gen-
erally consistent with other studies. For example, in line with the prior research, we
find that mental distress (Eigenhuis et al. 2021; Magaard et al. 2017) and inability to
control one’s own behavior (Levenson, Willis, and Vicencio 2017) facilitate motivation to
change and help-seeking. In contradiction to previous studies (Eigenhuis et al. 2021;
Zhao and Hu 2022), we find that suicidal ideation and feelings of depression and anxiety
are also positively associated with both outcomes. Another notable discrepancy with the
prior research (Eigenhuis et al. 2021; Levenson, Willis, and Vicencio 2017) is the finding
that feelings of guilt and shame are strong predictors of help-seeking and motivation to
change in “Help us to help you.” In the “Motivation to Change” survey, the feeling of guilt
and shame is the most reported motivator to seek help.

Hypothesis 5. The results of the “Help us to help you” survey demonstrate a strong
positive association between fear that viewing CSAM will lead to sexual acts against a
child and both outcomes. Conversely, the results of the “Motivation to Change” survey
of CSAM offenders who actively seek help do not reveal the fear of committing another
offense against a child as a common motivator to seek help. Fear of committing other
sexual acts against a child may result in mental stress, leading to increased desire to
stop viewing CSAM and seek help (Eigenhuis et al. 2021; Magaard et al. 2017).

We note that respondents who have very frequent thoughts about contacting children
or who seek contact with children nearly every time they view CSAM are less likely to
be motivated to change their behavior or seek help. Frequent thoughts or attempts
to contact a child might be an indicator of offending escalation, negatively influencing
motivation to stop and seek help.

Hypothesis 6. Respondents who are not in contact with other CSAM offenders at the
moment of responding to the survey and those who do not want to be in contact have one
of the highest rates of wanting to stop using CSAM. Prior research finds that communities
of CSAM offenders tend to perpetuate harmful sexual fantasies, reinforce cognitive
distortions, andnormalize and encourage criminal behavior (Huikuri 2023;O’Halloran and
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Quayle 2010). Andrade et al. (2013) and Slotte et al. (2022) argue that known negative
experiences of seeking help can impede help-seeking behavior, and such experiencemay
be shared among communities of CSAM offenders, preventing individuals from seeking
treatment. Among the respondents who do maintain contact with other CSAM offenders,
those who feel most affected by other offenders’ feelings and behavior are more likely
to have motivation to change and seek help. This may derive from the fear of offending
behavior escalation caused by the increased influence from other offenders.

7.3 Limitations of the Study

We acknowledge that this study suffers from a number of limitations, including certain
limitations inevitable to self-reported survey data and self-selected samples.

Biases in self-reported survey data.We collected the data analyzed in this study via
self-reported surveys. Such data sets have an inevitable bias, as respondents may
intentionally or unintentionally provide dishonest answers. We attempted to mitigate
this limitation by assuring respondents of the anonymity of the survey, with the aim
of increasing the comfort in providing honest answers. Additionally, the survey design
included clear and neutral questions aimed at reducing misunderstanding and reducing
the likelihood of prompting socially desirable responses.

Biases in self-selected samples.We acknowledge that the “Help us to help you” survey
may oversample individuals with motivation to change. Individuals who are met with
the survey after searching for CSAM on a dark web search engine may be more likely to
click on and complete the survey if they already have some motivation to change their
behavior. Thus, the results may present a higher prevalence of motivation to change and
help-seeking within this population.

Limited knowledge of the sample. Due to privacy and confidentiality, we do not ask
respondents to the surveys to disclose any demographic or identifiable information.
Therefore, we are lacking knowledge of the respondents’ sociodemographic characteris-
tics.

Recruitment via the dark web. The findings of the “Help us to help you” survey are
limited to individuals who seek CSAM on dark web search engines. While the dark web is
commonly used to search for, view, and disseminate CSAM (Nurmi et al. 2024; WeProtect
2023), it is certainly not the only location used. Nonetheless, recent research suggests
that there may be a notable overlap between individuals who search for CSAM on dark
web search engines and thosewho use other technologies (Protect Children 2024).

Limitations of survey questions. In a number of survey items, we employed straight-
forward scales to enhance respondent comprehension. However, this approach may
have oversimplified the measurement of certain variables, limiting the depth of insights
gained. Future research should explore how to gather significant insights while main-
taining respondent comprehension and engagement. Additionally, as with any survey,
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the survey questions may be subjective and open to interpretation by respondents. We
attempted to mitigate this by designing each question to be clear, unambiguous, and
easily understandable across different demographic groups.

8 Conclusion

Child sexual abuse material offenses have reached a colossal global scale. Huge volumes
of CSAM are created and disseminated online, leading to significant and long-lasting
impacts on victims and survivors. The vast scale and devastating impact call for a
concerted global effort and a public health approach, which must include investment in
measures aiming to prevent the perpetration of child sexual abuse and exploitation. As
there is limited research to inform suchmeasures, we conducted this study to further the
understanding of the process of help-seeking among CSAM offenders. Through analysis
of 4,493 responses to a survey of individuals searching for CSAM, we identified factors
positively associatedwith help-seeking andmotivation to change among CSAMoffenders.
Our findings reveal that many CSAM offenders would like to change their behavior and
stop searching for, viewing, or sharing CSAM (55.0%), but very few have actively sought
help to stop using CSAM (13.8%). Out of those who have sought help, only 23.3% have
been able to access support.

We aim for the findings of this study to inform the development of child sexual abuse
prevention measures, in addition to the evaluation of existing ones. Further, we aim to
illustrate the need for greater investment in tailored CSAM perpetration prevention, as
many respondents demonstrate a willingness and motivation to change their behavior.
The results reveal new findings on factors associated with help-seeking behavior and
motivation to stop CSAM use among the under-researched sample of active CSAM
offenders. Knowledge of specific traits associated with an increased or decreased
likelihood of motivation to change or help-seeking behavior can increase the outreach,
engagement, and effectiveness of existing and new support services.

8.1 Recommendations and Future Research Directions

Further research is needed to better understand the prevalence of help-seeking behavior
among CSAM offenders and their treatment needs, to inform prevention and intervention
efforts. The limitations of this study give rise to future research directions that address
the challenges of collecting up-to-date information on this hard-to-reach population. A
challenge we faced was the possible self-selection bias. A more representative sample
may be reached via, for example, the use of mixed recruitment methods, engaging both
dark web and surface web resources. Such data can be supplemented by studies on
already convicted offenders.

Gaps in the knowledge on help-seeking behavior and motivation to change among child
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sexual abuse material offenders should not hinder the development of prevention and
intervention programs. When asked whether they have sought help to stop using CSAM,
27.2% of respondents to the survey of CSAM searchers reported that they are afraid
to seek help. Nearly half of respondents to a survey of active help-seekers report that
they have not yet found a help resource suitable for them. 70.2% of respondents shared
that they could not find an anonymous help resource, and nearly half could not find
information about available help. On the basis of the findings, we recommend that
perpetration prevention programs are designed to be low-threshold, accessible, and
available online, and that they offer strong anonymity and confidentiality.

The results highlight the need to intervene in CSAM offenses before they occur or at
an early stage of CSAM use to minimize harmful impact and risks for children, as many
CSAM offenders may go on to seek direct contact with children or join communities of
like-minded individuals, which tend to reinforce cognitive distortions and normalize and
facilitate criminal behavior (Huikuri 2023; O’Halloran and Quayle 2010). We introduce a
search-based intervention strategy that demonstrates the feasibility of intervening in
offending behavior at an early stage by offering help resources.

Perpetration prevention initiatives must be complemented by technical solutions to build
an online environment inhospitable to offending behavior. The majority of respondents
to the survey report that they were first exposed to CSAM before the age of 18, and a
significant proportion report that the exposurewas involuntary. These findings strengthen
the argument that online service providers should be obligated to proactively and
effectively detect, report, and remove CSAM from their platforms. This should be
combined with robust age-assurance mechanisms to limit opportunities for grooming
and prevent children from exposure to harmful content.

This study provides valuable insights to inform public health policy, child protection
disciplines, law enforcement agencies, the tech industry, and civil society organizations.
Overall, the study contributes to the growing body of research understanding online child
sexual abuse offenders, which is integral to advancing the prevention of child sexual
abuse.
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A Tables

Table 3: Descriptive Statistics of “Help us to help you” covariates (part 1)

Question N %

Onset of CSAM use
When I first saw CSAM/illegal violent material I was
13 years old or under 1,496 33.7
14–17 years old 1,354 30.5
18–25 years old 906 20.4
26–35 years old 360 8.1
over 35 years old 318 7.2
When I first saw CSAM/illegal violent material, it was
Accidentally 1,896 43.6
Through my social connections 641 14.7
After searching actively for other hard-core material 770 17.7
After searching actively for sexual CSAM / illegal material 929 21.4
Other occasion, what? 113 2.6
Nature of CSAM use
I have actively searched and viewed CSAM/illegal violent material for
1–4 weeks 1,558 35.8
1–6 months 687 15.8
1 year 585 13.4
2 years 484 11.1
5 years or more 1,042 23.9
I search and view illegal violent material
Occasionally 2,059 47.8
Once a month 654 15.2
Several times a month 599 13.9
Weekly 462 10.7
Daily 533 12.4
Victim demographics
I use images and videos
CSAM related to boys aged 4–13 years 1,230 27.4
CSAM related to girls aged 4–13 years 2,928 65.2
CSAM related to infants and toddlers aged 0–3 years 335 7.5
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Table 4: Descriptive Statistics of “Help us to help you” covariates (part 2)

Question N %

Mental health
How are you feeling before you think, search or view CSAM/illegal
violent material?
I feel optimistic and good about myself 881 23.5
I feel sexually aroused/agitated 1,598 42.6
I feel guilt and shame 638 17.0
I feel depressed or anxious 536 14.3
Other feelings, what? 98 2.6
I feel that I am not able to stop or control my behaviour in
searching/viewing CSAM/illegal violent material
Never 1,026 27.8
Rarely 957 25.9
Monthly 615 16.6
Weekly 390 10.6
Nearly every time 706 19.1
Have you had any self-harming thoughts or suicide attempts?
Never 1,638 46.0
Sometimes 810 22.7
Regularly 495 13.9
All the time 285 8.0
I have tried to harm/kill myself 335 9.4
Have you experienced any difficulties related to your use
CSAM/illegal violent material?
Not at all 1,758 50.0
Yes, difficulties in close relationships 462 13.1
Yes, difficulties with substance abuse 403 11.5
Yes, difficulties with my mental health 820 23.3
Yes, other difficulties, what? 71 2.0
Have you experienced difficulties in carrying out your
ordinary daily routine and activities?
Not at all 1,762 50.3
Yes, sometimes 803 22.9
Yes, monthly 381 10.9
Yes, weekly 245 7.0
Yes, daily 310 8.9
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Table 5: Descriptive Statistics of “Help us to help you” covariates (part 3)

Question N %

Contact with children
I feel afraid that viewing CSAM/illegal violent material might lead
to sexual acts against a child or another human
Not at all 1,595 43.0
Rarely 770 20.8
Monthly 457 12.3
Weekly 294 7.9
Nearly every time 589 15.9
How often has viewing CSAM/illegal violent material made
you think about seeking direct contact with children
through online platforms (chat or other)?
Never 1,960 52.7
Rarely 722 19.4
Monthly 474 12.8
Weekly 276 7.4
Nearly every time 284 7.6
How often after viewing CSAM/illegal violent material have you sought
direct contact with children through online platforms (chat or other)?
Never 2,245 60.3
Rarely 675 18.1
Monthly 423 11.4
Weekly 188 5.1
Nearly every time 190 5.1
Contact with other CSAM users
Have you been in contact with other CSAM/illegal violent material users?
Yes, weekly 439 12.5
Yes, monthly 359 10.2
Yes, sometimes 591 16.8
No, never 1,180 33.6
I do not want to be in contact with other users 946 26.9
Have you been affected by the feelings, thoughts,
or behaviours of other CSAM/illegal violent material users?
Not at all 1,412 40.4
Yes, it has had a slight effect on my feelings, thoughts, and behavior 590 16.9
Yes, it has had a moderate effect on my feelings, thoughts, and behavior 439 12.6
Yes, it has had a strong effect on my feelings, thoughts, and behavior 281 8.0
I am not in contact with other users 770 22.1
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Table 6: Outcome Distributions of “Help us to help you” survey (variables recoded into
binary measures)

Question N %

I would like to stop searching and viewing CSAM
Not 1,891 45.0
Yes 2,311 55.0
Total 4,202 100.0
Sought help to stop searching, using, or sharing CSAM
Not 3,028 86.2
Yes 485 13.8
Total 3,513 100.0

Table 7: Bivariate Associations of “Help us to help you” survey (part 1)

Primary outcome: Motivation to change %
Secondary outcome: Help-seeking behaviour %

Onset of CSAM use
When I first saw CSAM/illegal violent material, I was
13 years old or under 53.4 13.5
14–17 years old 64.9 10.7
18–25 years old 57.0 13.8
26–35 years old 54.7 19.5
over 35 years old 50.0 20.4
When I first saw CSAM/illegal violent material, it was
Accidentally 57.1 13.5
Through my social connections 50.8 12.1
After searching actively for other hard-core material 61.9 13.9
After searching actively for sexual CSAM / illegal material 57.5 13.3
Other occasion, what? 71.6 19.3
Nature of CSAM use
I have actively searched and viewed CSAM/illegal violent material for
1–4 week 51.1 12.4
1–6 month 59.4 13.5
1 year 62.5 14.3
2 year 65.6 12.8
5 years or more 59.4 15.6
I search and view illegal violent material
Occasionally 57.4 11.0
Once a month 53.7 14.2
Several times a month 68.3 14.5
Weekly 63.8 18.0
Daily 46.3 17.1
Victim demographics
I use images and videos
CSAM related to boys aged 4–13 years 48.1 15.4
CSAM related to girls aged 4–13 years 60.5 11.9
CSAM related to infants and toddlers aged 0–3 years 64.2 23.6
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Table 8: Bivariate Associations of “Help us to help you” survey (part 2)

Primary outcome: Motivation to change %
Secondary outcome: Help-seeking behaviour %

Mental Health
How are you feeling before you think,
search or view CSAM/illegal violent material?
I feel optimistic and good about myself 32.1 12.2
I feel sexually aroused/agitated 56.6 10.1
I feel guilt and shame 74.6 17.9
I feel depressed or anxious 82.3 20.1
Other feelings, what? 52.9 15.3
I feel that I am not able to stop or control my behaviour in

searching/viewing CSAM/illegal violent material
Never 30.3 9.0
Rarely 53.4 12.0
Monthly 73.6 15.0
Weekly 77.2 21.1
Nearly every time 77.2 17.5
Have you had any self-harming thoughts or suicide attempts?
Never 45.5 8.3
Sometimes 65.4 12.9
Regularly 67.6 20.4
All the time 67.9 26.5
I have tried to harm/kill myself 75.4 19.3
Have you experienced any difficulties related to your use of

CSAM/illegal violent material?
Not at all 37.9 7.7
Rarely 59.2 12.9
Monthly 68.9 14.8
Weekly 77.2 26.8
Nearly every time 89.1 21.3
Have you experienced difficulties in carrying out your

ordinary daily routine and activities?
Not at all 47.5 6.7
Yes, sometimes 64.6 14.3
Yes, monthly 61.3 19.5
Yes, weekly 75.2 29.2
Yes, daily 78.9 29.8
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Table 9: Bivariate Associations of “Help us to help you” survey (part 3)

Primary outcome: Motivation to change %
Secondary outcome: Help-seeking behaviour %

Contact with children
I feel afraid that viewing CSAM/illegal violent material

might lead to sexual acts against a child or another human
Not at all 47.0 8.5
Rarely 57.8 14.1
Monthly 65.4 16.7
Weekly 70.0 21.4
Nearly every time 75.9 20.3
How often has viewing CSAM/illegal violent material made you think

about seeking direct contact with children
through online platforms (chat or other)?

Never 59.0 10.0
Rarely 53.5 14.3
Monthly 60.8 16.4
Weekly 64.5 25.2
Nearly every time 46.0 21.0
How often after viewing CSAM/illegal violent material have you sought

direct contact with children through online platforms (chat or other)?
Never 60.6 10.1
Rarely 46.5 14.6
Monthly 63.4 20.5
Weekly 62.7 31.6
Nearly every time 47.2 23.3
Contact with other CSAM users
Have you been in contact with other CSAM/illegal violent material users?
Yes, weekly 34.8 7.8
Yes, monthly 44.7 18.7
Yes, sometimes 56.6 16.9
No, never 52.6 11.6
I do not want to be in contact with other users 79.4 13.8
Have you been affected by the feelings, thoughts, or behaviours of other

CSAM/illegal violent material users?
Not at all 42.6 7.1
Yes, it has had a slight effect on my feelings, thoughts, and behavior 56.5 13.9
Yes, it has had a moderate effect on my feelings, thoughts, and behavior 65.9 20.6
Yes, it has had a strong effect on my feelings, thoughts, and behavior 66.9 30.5
I am not in contact with other users 78.3 14.5
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Table 10: Descriptive Statistics of “Motivation to Change” survey (part 1)

Question N %

What motivated you to seek help to change your behaviour?
(Multiple selection possible) 239

I noticed that using CSAM is negatively impacting my life 134 56.1
I felt guilt/shame about using CSAM.

I know that it is wrong, and I want to change 165 69.0
I was encouraged to seek help by someone I know 40 16.7
I fear that I will be caught/I know that it is illegal 129 54.0
I was caught by law enforcement/convicted for

an offence against a child 28 11.7
I fear that I will commit other offences against a child 63 26.4
Other, what? 37 15.5
From the first time you searched for CSAM,

how long was it before you started looking for help? 226
It took me about 1–4 weeks 55 24.3
It took me about 1–6 months 36 15.9
It took me about 6 months – 1 year 21 9.3
It took me about 1–3 years 34 15.1
It took me 3 years or more 80 35.4
How long did it take you to find

a help resource suitable for you? 221
I found a suitable resource straight away 57 25.8
It took me a few weeks 19 8.6
It took me about a month 22 9.9
It took me over a year 26 11.8
I have not yet found any help resource that is suitable for me 97 43.9
While seeking help to stop CSAM use,

have you received support from anyone? 222
No, I have sought help by myself 183 82.4
Yes, I have received support when looking for help 39 17.6
If “Yes” to previous question: Where did

you find support when seeking help?
(Multiple selection possible) 32

I found support in a close person
(e.g. family member, friend, partner) 18 56.3

I found support in another CSAM user 11 34.4
I used an online chat service to ask for support 12 37.5
I used a call-based helpline to ask for support 10 31.3
Other, what? 9 28.1
Was there anything that hindered you from seeking help

regarding your use of CSAM previously? 218
No, there was nothing that hindered me from seeking help. 114 52.3
Yes, there were obstacles that hindered me from seeking help. 104 47.7
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Table 11: Descriptive Statistics of “Motivation to Change” survey (part 2)

Question N %

If “Yes” to previous question: What obstacles
did you encounter when seeking help?
(Multiple selection possible) 103

I did not acknowledge that using CSAM is wrong 18 17.5
I had difficulty acknowledging the need for help 41 39.8
I feared being stigmatised because of CSAM use 78 75.7
I feared getting caught and having legal issues

when seeking help 82 79.6
I lacked support when seeking help 40 38.8
I was sceptical about the effectiveness of help 34 33.0
I feared being diagnosed with a disorder 32 31.1
I feared being rejected by a specialist 52 50.5
Other, what? 17 16.5
After you have begun to actively seek help regarding
your use of CSAM, did you experience any difficulties
with finding a suitable help service/resource? 209
No, I quickly and easily found a suitable help service/resource 102 48.8
Yes, I have experienced difficulties trying to find a suitable

help service/resource 107 51.2
If “Yes” to previous question:

What difficulties did you experience?
(Multiple selection possible) 104

I found it challenging to access help services
(price, waiting time, etc.) 42 40.4

I could not find anonymous help services 73 70.2
I could not find information on relevant help 57 54.8
I could not find help services that operate offline, in real life 38 36.5
I could not find help services that operate online 32 30.8
I found it challenging to keep looking for help 46 44.2
Other, what? 13 12.5
Have you tried other resources

to stop using CSAM previously? 216
No, I have not tried to use any other resources to stop CSAM use 156 72.2
Yes, I have tried to use other resources to stop CSAM use 60 27.8
If “Yes” to previous question: What other resources

have you tried to use to stop CSAM use?
(Multiple selection possible) 57

I have tried another self-help program 30 52.6
I have used a live chat service with a specialist 14 24.6
I have called a helpline 8 14.0
I have tried individual therapy 22 38.6
I have taken medicine prescribed by a specialist 12 21.1
Other, what? 17 29.8
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