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Abstract. For content creators, whose careers rely on digital visibility,
hate and harassment are an occupational hazard that impacts creators’
mental health, and in cases where online harassment spills offline, phys-
ical safety. We interviewed 19 YouTube creators on their experiences
with and strategies used to combat hate and harassment, focusing on
platform-provided tools, to understand their needs and identify areas
for improvement. While participants did report offensive content, they
did not find the platform’s reporting feature useful and felt they could
not rely on it for remediation or support. Instead, they primarily used
platform-provided moderation tools, social media hygiene practices, and
other creators’ influence to manage the abuse they receive. Additionally,
we found that harassment extended beyond the overt abuse perpetrated
by bad actors and included seemingly innocuous interactions from their
audience. Creators thus had to factor both external threats and intracom-
munity dynamics into their threat model. The persistence of these issues
across years of research suggests that, absent changes in incentives or
policy reforms, it is unlikely that platform improvements alone will meet
user safety needs. We discuss how external factors contribute to these
challenges or constrain solutions.

1 Introduction

Online harassment is a pervasive risk of having an online presence (Thomas et al. 2021;
Samermit et al. 2023), especially for those who must maintain an active digital life for
professional reasons (e.g., journalists, influencers). In fact, almost all content creators or
creators—that is, users who create and share content on social media platforms for public
consumption—report having experienced some form of harassment (Thomas et al. 2022).
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Though many people still report a desire to pursue content creation as a career (Malinsky
2024), creators often report a sense of resignation, viewing online harassment as an
inescapable part of having an online presence (Holton et al. 2023).

While content creators may come from any background, research indicates that certain
groups—e.g., women, LGBTQ+—are more likely to be targets of online abuse as well as
more severe forms of harassment (Keighley 2022; Nadim and Fladmoe 2021). Online
abuse may be episodic or sustained (Take et al. 2024; Goyal, Park, and Vasserman 2022;
Veale 2020), and can also create ripple effects on individuals’ offline lives, either through
offline threats such as stalking or swatting, or through negative mental health impacts
that can sometimes have tragic outcomes (Dastagir 2021). In some instances, friends,
family, or even unrelated third parties may suffer harm as a result of abuse that begins
online (U.S. Attorney’s Office 2019).

In their foundational effort to characterize the diverse attacks and harms experienced by
those who post content online, Thomas et al. (2021) use “online abuse” as an umbrella
term, an approach we adopt here. With this framing, online abuse has been an area of
substantial research interest within the computer security, privacy, and human-computer
interaction (HCI) communities, as well as a subject of popular reporting, for well over
a decade. While this has produced a rich array of insights into attacks, harms, and
mitigation approaches related to online abuse—including those outlined in Thomas
et al. (2021)—the continuously evolving ecosystem of platform features, rules, legal
contexts, and economic incentives has continued to make investigation of these concerns
a research imperative.

The increasing proportion of young people who expect to pursue content creation as
a career—coupled with the unpredictable and varied nature of platform governance
approaches—makes investigating creators’ approaches to preventing and responding to
online abuse especially important. Prior research indicates that creators’ risk assessment
regarding online abuse is dependent not only on the type of content they create but
also on the platform they use, and that different tools, affordances, and interfaces for
reviewing, moderating, and reporting content can affect creators’ ability to respond to
harassment effectively (Samermit et al. 2023; Thomas et al. 2022; Gréber et al. 2024).
Creators operating on multiple platforms also report that online abuse can move from
one platform to another in cyclical waves (Nadler, Crain, and Donovan 2018), making the
job of responding to even a single harassment campaign a recurring obligation.

Prior work on online abuse indicates that creators often find existing reporting systems
to be ineffective or unclear (Reynolds and Hallinan 2024). While researchers have
suggested design interventions to enhance moderation systems (Jiang et al. 2023),
the implementation of such changes among platforms has been uneven, and each
platform’s affordances are unique. As such, creators must often develop the equivalent
of “workaround” methods for managing online abuse (Lewis, Marwick, and Partin 2021;
Mariconti et al. 2019) on specific platforms.
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In this work, we specifically sought to elaborate existing insights about creator strategies
for managing online abuse on YouTube through interviews with creators. Specifically, we
sought to understand:

RQ1: What strategies do YouTube creators employ to attempt to prevent or
mitigate online abuse?

RQ2: What impact, if any, do YouTube creators feel using YouTube’s reporting
feature can play in those efforts?

To answer these questions, we interviewed 19 YouTube creators in a range of content
genres about their experiences responding to abuse, with a principal focus on how they
used the tools provided by YouTube.

While our participants did describe using the “Report” button for abusive content, they
did not find it an effective resource for either harm remediation or support. Instead, they
relied largely on the platform’s moderation tools, social media hygiene practices, and
the influence of their fellow creators to combat and mitigate the abuse. Our findings
also reveal sources of occupational hazard and administrative burden not identified in
works like Thomas et al. (2021), particularly in the form of “needy follower overload,” in
which creators must manage the (sometimes unrealistic or personally harmful) attention
demands of their own community.

While we believe these findings contribute both novelty and nuance to the research
landscape on preventing and mitigating online abuse, we nonetheless observe substantial
overlap in our core findings and those of prior researchers, as shown in Table 1. This
observation prompts us to reflect more broadly on the aims, scope, and assumptions
of online abuse research in the computer security, privacy, and HCI communities. In
so doing, we identify fundamental sources of systemic risk (see Section 6.2) within
the creator economy that individualize harms to creators while centralizing benefits to
platform companies. These conditions, we argue, require developing new interdisciplinary
research designs that engage content creation as a modern employment context in need
of evidence-based policy reform.

2 Background and Related Work

2.1 Risk Factors of Online Abuse

While all creators face some risk of online harassment (Jhaver, Chan, and Bruckman
2018; Valenzuela-Garcia et al. 2023), the positionality of a creator—the type of content
they create, the sociopolitical context of where they reside, as well as their place in
the intersection of these combined attributes—contributes to the level of risk creators
face. Those belonging to a marginalized or vulnerable population (Goyal, Park, and
Vasserman 2022)—e.g., women (Nadim and Fladmoe 2021; Posetti et al. 2020), LGBTQ+
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folk (Uttarapong, Cai, and Wohn 2021; Scheuerman, Branham, and Hamidi 2018), or
those who express political, ideological, or social views that oppose those of the user
perpetrating harassment (Gréber et al. 2024; Goyal, Park, and Vasserman 2022)—often
face added risk. The latter is especially prevalent when the target appears to be in
agreement or aligned with “politically correct” or “woke” views (Take et al. 2024; Jhaver,
Chan, and Bruckman 2018). Indeed, Take et al.’s work on Kiwifarms users finds that
potential targets for a coordinated harassment campaign are chosen not only for their
content, but also for their identity and ideological views (Take et al. 2024)—that is, users
are targeted specifically because of their identity or beliefs.

2.2 Resultant Risk of Online Abuse

The most common type of harassment creators face generally falls under toxic content,
which broadly encompasses hateful content directed toward them, ranging from insults
to sexual harassment, trolling, etc.; this risk is universal to creators in general (Thomas
etal. 2021; Thomas et al. 2022).

Just as positionality can affect the riskiness of content creation, it also affects the types
of harassment frequently encountered. Marginalized creators are not only more likely to
experience specific types of hate, but they also encounter these threats more frequently
than their peers. For example, threats faced by creators who are disabled, international
creators, and those who create adult content manifest differently from those of the
average creator as well as to each other. Disabled creators who are also LGBTQ+ face
significantly more ableist hate compared to non-LGBTQ+ disabled creators (Heung et
al. 2024). Content creators in Pakistan, especially those engaged in activism or discussing
sensitive topics (e.g., religion, politics, sexuality), face an elevated risk of physical harm
and offline harassment (Grober et al. 2024). Creators on OnlyFans, a platform where
creators primarily produce intimate content, contend with the threat of being outed as
a sex worker as well as nonconsensual dissemination of their intimate content (Soneji
etal. 2024).

2.3 Navigating Risk and Impact on Creators

Content creators must balance their desire for freedom of expression, community
building, and profitability with their emotional and physical safety needs. However,
creators often do not start out creating content considering safety needs because they
lack awareness of the risks of content creation, and only adopt protective practices after
experiencing an incident (Samermit et al. 2023).

Despite creative expression being a primary motivator for content creators, creators
often engage in self-censorship, avoiding topics that may cause controversy or backlash,
to attempt to avoid negative interactions (Samermit et al. 2023; Thomas et al. 2022).
Women facing online abuse not only engaged in self-censorship, but often withdrew from
or made themselves less visible in online spaces (Valenzuela-Garcia et al. 2023; Chadha
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et al. 2020). In the case of female journalists, some even considered leaving journalism
due to harassment (Posetti et al. 2020).

Creators suffer emotional distress not only from being exposed to hate, but also from
managing hate and seeking recourse. Creators are often re-exposed to offending content
while moderating and seeking remediation (Goyal, Park, and Vasserman 2022). Creators
need to maintain a level of hypervigilance to prevent and respond to content leakage,
including preemptively attempting to remove personal information on the internet, a
laborious and Sisyphean task—even only considering data that originates from data
brokers and not attackers (Take et al. 2022). Creators also need to predict whether any
content they upload could pose future risk (Samermit et al. 2023). Seeking remediation is
often by itself burdensome (Goyal, Park, and Vasserman 2022), but remediation may also
not be possible; creators cite inadequate responsiveness from both platforms (Thomas
et al. 2022; Samermit et al. 2023) and legal entities (Goyal, Park, and Vasserman 2022;
Samermit et al. 2023). While some creators are financially able to delegate some tasks
to hired staff, the onus is often on the creator to prevent and respond to harassment
(Wohn and Freeman 2020). This excess burden, combined with the lack of resources on
how to respond to harassment, can lead to burnout among creators (Goyal, Park, and
Vasserman 2022; Uttarapong, Cai, and Wohn 2021). These emotional and operational
costs often grow as their audience grows.

2.4 Shortcomings in Platform Moderation and Reporting
2.4.1 Limitations of automated moderation

While platforms themselves do somewhat moderate content, because many of the tools
they use are automated, this moderation cannot account for context and as such is
prone to misclassifying what is and is not inappropriate (Duarte, Llanso, and Loup 2018)
and can be circumvented using creative means (T. Davidson et al. 2017). Classifiers are
trained on corpora of existing hate speech (Gorwa, Binns, and Katzenbach 2020), which
may miss novel forms of hate speech. Moreover, T. Davidson et al. (2017) found that not
only were amateur coders unreliable at identifying abusive language, but how coders
decided on what was hateful was unsurprisingly informed by their own biases of what
constituted hate speech. While the annotators did find racist and homophobic language
to be hateful, sexist language was only deemed offensive. While false negatives may
expose vulnerable groups to seeing hateful content and perpetuate biases on what is
deemed hate, false positives may be discriminatory against already marginalized groups
by potentially censoring not only those in marginalized groups (Pastor 2024), but also
conversations around those groups—implying it is wrong to mention those groups in any
context. Indeed, (T. Davidson et al. 2017) also found that annotators may label based
on the presence of words that could be offensive, without considering whether they
were used positively or negatively. For example, sentences containing the words “gay”
or “queer” were labeled as offensive even when used in a positive context (T. Davidson
et al. 2017). Similarly, those posting about racism have had their posts taken down or
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banned for referring to “white people” while allowing content that calls for exclusion of,
or is derogatory toward, a group of people, due to technicalities such as targeting only a
subgroup of a protected group or because the insult was not in “noun form” (Grassegger
and Angwin 2017). As such, automated filters do not provide adequate recourse toward
creators facing online abuse, and worse, may even censor or punish creators who speak
out about experiencing online abuse due to their identity.

2.4.2 Tension between censorship and protection

Platforms often contend with balancing combating hate and harassment with allowing
freedom of expression (Grassegger and Angwin 2017). While platforms seemingly provide
transparency in the form of policy guidelines, these guidelines are often ambiguous and
inconsistent, leading to user frustration when they discover that content they believed
violated guidelines did not (Blackwell et al. 2017). Indeed, creators have expressed
dissatisfaction with reporting abusive content to platforms due to both its ineffectiveness
and the lack of transparency regarding decisions made in response to reports (Thomas
et al. 2022; Samermit et al. 2023). Reporting harassment could even be harmful to
the target of harassment themselves, as some reports require personal information
that is then forwarded to the person or group responsible for the abuse, who may then
weaponize such information to further harm the target (Take et al. 2024). This is the
case for disputing a Digital Millennium Copyright Act (DMCA) takedown request, as the
accused has to provide enough personally identifiable information for the claimant to be
able to file a lawsuit should they choose to file a legal claim against the accused (Google,
n.d.), which can be used maliciously against the creator.

While prior work identified gaps in protections in platform-mediated moderation for users
in general, subgroups often have unique challenges and may be differently affected than
the larger population as a whole. As such, we sought to identify the gaps in protections
salient to creators. In addition, prior works (Valenzuela-Garcia et al. 2023) often define
harassment as behaviors intended to cause harm; our work explicitly challenges this
stereotype, highlighting that the creators’ threat model consists not only of threat actors
whointend to cause harm, but also those who did not intend harm but in the creator’s view
did cause harm. Our work surfaces novel insights and themes surrounding harassment
involving the complexities of handling “well-meaning” harassment, the cathartic role
of even ineffective reporting, and the role creator networks play in responding to
harassment.

2.4.3 Systemic factors

Individual stakeholders—creators and platforms—exist within a broader ecosystem that
influences the decision-making of each stakeholder. These influences vary depending
on where the stakeholder is situated within the larger system (Barile et al. 2012). While
creators are affected by the constraints and affordances of how the platform is designed,
as well as the platform’s policies, platforms are often constrained by shareholder interests
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(Zimmer 2021) and regulation (Margan 2025). As such, understanding a problem space
requires understanding how external forces shape it.

One such factor is administrative burden, the idea that seemingly innocuous policy
implementation incurs hidden costs to users: compliance, learning, and psychological
(Moynihan, Herd, and Harvey 2015). Digitization can alleviate some of the burden by
simplifying required tasks and making processes more intuitive, such as by utilizing
nudges in UI design (Moynihan et al. 2022). However, it can also introduce new burdens
or amplify existing ones. Though digitization can make services more accessible, it can
also make them exclusionary, as participation requires both a degree of digital literacy and
access to the internet. Transitioning to a digital medium without adequate infrastructure
to support and maintain the service may also make the user experience more challenging,
as users must contend with bugs and glitches. For example, Bhuiyan and Baniamin (2025)
observed this effect when Bangladesh moved to online birth certificate registration from
the previous physical applications. The proof-of-identity documents required proved
exclusionary to those who were unable to obtain the extensive list of documents, affecting
primarily those from a lower socioeconomic or marginalized background.

Administrative burdens can be unintended consequences of overlooking the potential
impact of a policy on its userbase. Such burdens may also be intentionally introduced,
e.g., by undermining legislation or limiting the usage of particular features or services
(Peeters 2020). Though administrative burden is often discussed in the context of state
governance, it can also apply to local levels of administrative relationships, such as
between companies and employees or platforms and users. We discuss our findings in
the context of the larger literature and how external constraints and incentives make it
difficult to deliver meaningful solutions to these problems.

3 Methodology

3.1 Human Subjects Protection

Our Institutional Review Board (IRB) has reviewed and approved our study protocol,
interview materials, consent, and recruitment procedures. The topic of the study was
clearly stated in the recruitment study. Prior to the interview, we provided all participants
with a consent notice via email, and during the interview, we asked participants to
reconfirm their consent to participate in the study, as well as for us to record the
interviews and retain their emails for further contact. Participants were allowed to decline
to answer any question if they were not comfortable answering, and it would not affect
their eligibility to receive the compensation. Interview participants were compensated
with a $20 Amazon gift card after completing the interview.
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3.2 Interview Design

The first author conducted all the interviews, and the interviews were conducted in a
semi-structured manner. We conducted the interviews using a participant-led approach
where participants are given epistemic authority and the researcher’s role is primarily to
facilitate reflection. The following outline of our interview structure is meant to serve as
a guide for us to make sure we have hit upon all the questions we wanted answers to.
As such, some participants may have been asked fewer questions if they had already
answered the question as a response to a previous one, and more questions if we required
some clarification to their response.

We started by asking participants to describe their online presence, including what kind
of content they make and what platforms they post their content on. We then asked
participants what hate and harassment looked like to them in order to understand the type
of content that creators felt was hateful and to contextualize participants’ later responses
about strategies they employed when seeing content they deemed abusive.

In the first part of the interview, we asked participants whether they had experienced or
witnessed harassment, and to recount specific instances if they were comfortable doing
so. For each incident, we asked participants about the context surrounding the incident,
how the incident impacted them, and how they created content.

Inthe second part of the interview, we asked participants about their practices addressing
and possibly preventing online harassment in general, as well as whether they were
aware of any recourse they had available when facing harassment on YouTube. Next
we asked whether they were aware of YouTube’s reporting feature and whether they
had used it. We then asked participants what motivated them to use or not use the
reporting feature, what they expected to happen, and what they hoped would happen
when they reported content on YouTube. While we primarily asked about motivations for
reporting, participants often also discussed in which situations they felt reporting would
or would not be an appropriate course of action. For the participants who have used
the reporting feature on YouTube, we asked about their experience using the feature,
including difficulties they had and their satisfaction with the process of reporting. We
also asked participants what outcomes came of the reports they made, if they knew, and
whether they were satisfied with the outcome.

In closing the interview, we asked participants what tools or features they would like to
see on platforms to help them feel safer, and what resources they would like to see to
support other creators dealing with harassment.

3.3 Recruitment and Demographics

The first author recruited participants by directly reaching out to YouTube creators
(YouTubers) via an email address they had made public on either their channel or social
media. The first author also contacted the creators via the contact page on their website
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or on Twitter/X. The list of YouTubers we contacted consists of creators the authors
and their associates watch, Social Blade’s™ top 100 US/Canada, creators who are on
Nebula,? and creators who are suggested by YouTube when viewing the aforementioned
YouTubers’ videos.

We specifically limited the creators we recruited to YouTubers based in the US or Canada
who create content that has a “host,” where the creator and their personality are
part of the content. This includes content that revolves primarily around the creator,
or content where the creator gives their opinion about other content (i.e., storytime,
commentary, media analysis/recap). This excludes YouTubers who create content that
can be separated from the creator, such as YouTubers who primarily make films or short
stories (i.e., analog horror creators, musicians whose content is primarily their own music
rather than talking about others’ music, creators who make animations).

We had interested participants schedule their interviews through Calendly, an appoint-
ment scheduling software. When creators scheduled their interview, they were asked for
their preferred pronouns and what country they resided in. We interviewed participants
as they were scheduled. All interviews were conducted in March and April 2024.

We reached out to a total of 239 YouTubers across all different subscriber counts (1.1K-
1.2M), with a median subscriber count of 134K subscribers. Of the YouTubers we reached
out to, 30 responded, and 21 YouTubers agreed to participate. Of those who agreed
to participate, we interviewed 19 YouTubers; two YouTubers did not show up. Of the
participating creators, 16 creators were from the United States, and three creators were
from Canada. Nine use he/him pronouns, five use she/her, two use they/them, one uses
any/all, one uses none, and one did not respond. One participant also disclosed that he is
transmasculine. Additional demographics can be found in the Appendix, Table A.1.

3.4 Interview Analysis

Each interview was recorded and transcribed by Zoom’s live transcription feature with
participant consent. These transcriptions were edited for accuracy by the second author.
After each interview, the first author coded the interview using line-by-line coding
using the Charmaz method of coding with gerunds® (Charmaz 2014). We chose to code
with gerunds—actions—as opposed to topics because our focus is to understand our
participants and their thought processes and behaviors around moderation, reporting,
and harassment rather than the topic itself.

After doing the initial coding of all the interviews, the first author used axial coding and
inductively categorized the individual codes into themes and relationships between
themes. We identified challenges creators had faced as content creators with regard to
handling hate and harassment, both in reporting content on YouTube and moderating their

1. Social Blade is a social analytics platform for tracking creators’ metrics (e.g., subscriber/view counts).
2. Nebula is a creator-owned, subscription-based streaming platform, largely used by YouTube creators.
3. Gerunds are present participles that function as a noun, generally ending in “-ing.”
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online presence. We also identified the methods creators used to mitigate harassment
beyond moderation practices. For example, the codes “reporting being ineffective”
and “reporting as symbolic” would be grouped under the theme “Disillusionment with
Reporting,” and “not seeing offensive content removed [after reporting]” and “platform
lacking feedback on reports” under “Reporting Outcomes.” We note that these categories
may not be mutually exclusive, and certain initial codes may fit under multiple thematic
categories, i.e., “setting norms for comments” would fall under the themes of “Community
as Motivation” as well as “Discouraging Hateful Comments” (which would fall under the
broader category of “Mitigation Strategies”). Throughout this process, all the authors
would meet and discuss codes, themes, and relationships to reach consensus.

4 Limitations

As our study is qualitative, our findings are not generalizable to all YouTube creators.
Our participant sample is limited to English-speaking YouTube creators in the US and
Canada who had been creating content in March and April 2024; as such, our findings
cannot account for differences in the experiences and needs of YouTube creators in other
countries and non-English-speaking YouTube creators. Moreover, because our sample
only consists of current YouTube creators—those still creating content at the time the
interview with them was conducted—the experiences and needs of our participants do
not account for those who left content creation due to online harassment. In addition,
though we did try to recruit more centrist and right-leaning YouTube creators, they did
not respond. As such, our sample skews toward those who have left-leaning political
views, and we are unable to capture differences in concerns of YouTube creators across
the political spectrum. Our goal, however, is not to generalize but to gain insight into
ways existing systems can be improved.

5 Results

In the following, we outline the primary threats participants reported commonly facing
(Section 5.1), participants’ attitudes toward YouTube’s report feature (Sections 5.2
and 5.3, RQ2), and strategies and tools creators use to prevent and mitigate hate and
harassment they face (Section 5.4, RQ1). Going forward, we use the term creator to
specifically refer to YouTube creators.

Many of our findings overlap with prior work, but our focus on reporting also surfaced
novel insights and themes. We summarize our findings and if/where they are also
discussed in prior work in Table 1.
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Table 1: Summary of new and previously reported findings.

Type Findings

New 1. Audiences can and do unintentionally harass creators (creating implicit
demands on a creator’s time or attention)

. Steep learning curves from harassment experiences (Samermit et al. 2023)

. Mitigation via social media hygiene and moderation tools (Samermit et
al. 2023; Thomas et al. 2022; Soneji et al. 2024)

5. Ignoring hate as a protective practice (Samermit et al. 2023; Thomas et
al. 2022; Soneji et al. 2024; Uttarapong, Cai, and Wohn 2021; Gréber et
al. 2024)

6. Moderation is burdensome to creators (Uttarapong, Cai, and Wohn 2021)
7. Censorship vs. moderation, by both platform and creator (Heung et al. 2024)

2. Reporting content as a form of symbolic empowerment

3. Needing to network with larger creators to obtain recourse
Previously 1. Reporting has little impact (Thomas et al. 2022; Grober et al. 2024)
Reported 2. Friction while reporting (Grober et al. 2024)

3

4

5.1 Threat Landscape

Out of all of our participants, only one creator (I116) did not report experiencing or
witnessing content they felt constituted harassment. However, every participant did
report having received some form of hate.

The most common threat participants reported having direct experience of was toxic
content. In fact, most participants we interviewed had only experienced hate in some
form of toxic content.

While participants were concerned with content leakage, specifically doxxing, only
one participant had been doxxed. Table 2 provides an overview of the types of hate
participants reported either having directly experienced or being concerned about.

Two participants had online harassment turn offline. One participant was at the time
facing a sustained harassment campaign, and a venue hosting the convention the creator
was speaking at received threats, resulting in the creator needing extra security at
the event. This participant had also experienced online impersonation as part of the
harassment campaign.

Aside from instances where (1) an attacker shares the creator’s content to another
platform with the intent to ridicule, attack, or in any way cause harm to the creator, or (2)
toxic content appears to be perpetrated by a group of attackers, participants were split
as to whether toxic content by itself was harassment, with some viewing it only as hate.
However, creators agreed that any unwanted actions, both negative and positive, that
were persistent or violated their boundaries constituted harassment.
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Table 2: Types of hate faced by participants grouped by categories. All subcategories except Deadnaming
and Falsified Abuse Report/Flag were threats experienced by at least one participant.

Category Subcategories

Toxic Content General Insults*, Hate Speech*, Threatening Language*, Incitement,
Sexual Harassment, Misinformation and Conspiracy Theories, Off-
Topic Rants, Deadnaming!

Content Leakage Doxxing, Leaked Profiles
Surveillance Cyberstalking
Impersonation Impersonated Profile

False Reporting Falsified Abuse Report/Flag

* May be directed toward the creator, another person, or a person the creator mentions in their content.
f Though Thomas et al. (2021) categorize deadnaming under content leakage, participants viewed
deadnaming as hate speech used to invalidate a trans person’s identity rather than to reveal information.

5.1.1 Toxic content

Toxic content often came in the form of comments that ranged from mild insults to hate
speech. Unsurprisingly, participants who were women, PoC, LGBTQ+, or Jewish, however,
experienced hate speech directed at the group(s) they belonged to as the type of toxic
content they mostly received. Interestingly, a few male creators who did not present as
belonging to any marginalized group would receive antisemitic remarks targeted toward
them, even though they are not Jewish. For example:

It was just a few months ago, there was somebody who left a comment on a
video of mine saying I was a [antisemitic phrase], which is strange. I know
he’s being antisemitic, but I'm not Jewish, so I'm not really sure where he was
going with that. (112)

Similarly, another creator (I13) recalled “In the past, they have used the F slur when I'm
not gay myself.”When asked why they felt the person used these specific insults against
them, despite not being part of the group the insults target, both alluded to the insults
being convenient to use. I12 specifically states:

If they dislike something you say, they get mad, and they just instantly go to
attacking race or gender, or something like that.

Interestingly, for creators who produced content related to science, the most common
form of toxic content they received was misinformation or conspiracies posted under
their content—sometimes unrelated or only tangentially related to the topic discussed in
the creator’s video. One of these creators also had antisemitic remarks on their videos;
however, these remarks were not targeted at them, but at those mentioned in the video
in a conspiratorial manner.

There’s been some antisemitic stuff I've gotten on some videos. You almost
have to be well-versed in this sort of thing to even realize that they’re saying
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something. That’s a dog whistle. ... They’re not directed at me but just the
topics in the videos. ... It’s again the conspiratorial sort of thing. (106)

5.1.2 Boundary violations

Boundary violations include not only sharing or accessing information the creator did
not wish shared or accessed (i.e., content leakage and cyberstalking) and persistent
unwanted interactions, but also demands on the creator’s time, interaction, or content.
While content leakage and surveillance may be perpetrated by both malicious users and
fans, demands on the creator are primarily perpetrated by users who were, at the time,
fans of the creator. One participant (I17) recounts an instance where a supporter had
asked them to critique their work over email and became irate when the creator did not
respond quickly enough.

I had one patron on Patreon who I had agreed to look at some of his work. I
told him “I'm extremely busy and I don’t know exactly when I’ll be able to get
to your stuff. I will, but T hope you’ll have a little patience with me.” About three
weeks later, I write the stuff and send [him] an email. He was pretty rude, and
he told me to never contact him again.

Another participant (I10) had an audience member demand that they remove content
they had made where they had collaborated with a brand that garnered controversy at
the time. When the creator did not respond, the audience member attempted to incite
harassment toward the creator via a callout post.

I had worked with [brand], and they had hired me for a collaboration. I can’t
turn something like that down, because I have bills to pay. ... There was not
a boycott for [brand] yet; I started working with them [before the boycott].
Somebody DMs me [about the brand’s recent controversy]. I just ignored it;
then, a day or two later, they had posted on their own stories, tagging me. They
messaged me again and had said, “I've reached out to you multiple times,
giving you plenty of time to take down your post. Do it.” So I blocked them. After
I blocked them, they made a post about me on their Instagram. [Participant
reads caption that names them and accuses them of exploiting their audience
by working with the brand].

Three participants reported having received unwanted sexual attention. Two of those
had an experience where a fan had persistently made unwanted advances toward them,
despite them not responding. In the case of one of these participants, the fan attempted
to meet him in person after he had disclosed to his audience that he would be attending
an event. Interestingly, while one of the participants did express that they felt unsafe
because of their harasser, neither felt that the perpetrators intended to make them feel
unsafe.
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5.2 Attitudes and Motivations Around Reporting
5.2.1 Reporting as symbolic empowerment

Despite a lack of faith in reporting, most participants stated that they sometimes still
report content the creator deems sufficiently hateful, abusive, or harassing, as a way
of feeling like they are taking action to protect themselves and their audience. In I14’s
words:

Tuse it just for the catharsis. It’s about as impactful to me as stabbing a voodoo
doll would be, [but] it just feels good. I can strike back in a way even if it’s not
going to have meaningful consequences.

Indeed, participants felt that reporting was “all they can do” (109) and “there was nothing
else they can do” (I114). One participant (104) called it a “fingers-crossed situation,” going
in with no expectations, but hoping some action gets taken.

5.2.2 Reporting and free speech

A few creators felt that reporting content was antithetical to free speech. 118 specifically
felt that only comments that cause material harm warranted a report and felt that even
filtering comments by keyword could be considered censorship. I17 likened reporting to
“running to mommy because somebody online made me feel uncomfortable” and felt
that platforms shouldn’t “be in charge of making decisions about who should post and
who shouldn’t,” especially as platform moderation is only punitive and does not “make
changes to what kind of content people are encouraged/discouraged to make.”

Though participants spoke about wanting to uphold free speech out of principle, they were
also worried about garnering a reputation of being defensive or engaging in censorship,
which may impact their growth.

I don’t want to be notorious online for reporting or blocking. I don’t want to
ban someone who then gleefully goes to 4chan and talks about how I was
so scared of their thoughts ... YouTube deletes comments and then I will get
blamed for it. One of my videos got its comments disabled by YouTube without
telling me they had done it. It feeds into my distrust about YouTube as the
leasing body of comment systems. (I117)

Another creator recalled an incident involving another creator receiving backlash for
filtering certain words.

There was a big controversy around a YouTuber called [name]. She was clearly
restricting comments on their videos that used words such as freebooting
or stealing because that was what she was accused of, and she drew a lot
of criticism—rightly—for that because it made her seem like an oligarch or a
dictator in her own space. (118)
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5.3 Reporting as an Unproductive Method for Combating Hate

Most participants said they felt that reporting offending content was not an effective way
to curb hate and harassment.

The [report] button is just for decoration, it doesn’t actually do anything. (112)

5.3.1 Not believing reporting makes any impact

The major complaint participants had was that they were not seeing any impact their
reports had on the reported content due to either not receiving feedback on their reports
or seeing that content they had reported that violated YouTube’s guidelines remained up.
In the words of 104: “it takes a lot for a YouTube report to be successful.”

114 recalled having seen content that clearly violated YouTube policy, but YouTube did
not take action on the content.

She used a very racist term in her thumbnail. It took people on Twitter getting
very mad about it and only then she took that video down herself. If literally
using a slur in your thumbnail doesn’t get YouTube to take it down, I don’t know
what will.

119 had instances where they reported threats made against them, and YouTube did not
take any action.

I've had death threats and I've reported it; YouTube didn’t do anything.

Participants also felt that YouTube’s moderation is incredibly opaque and policies aren’t
enforced consistently, leading to feelings of distrust in YouTube’s moderation.

There isn’t that level of transparency. You don’t know if it’s effective, if the
account is suspended, for how long, or the consequences for it. (101)

These videos can be reported to YouTube, and it’s up to them how they want to
enforce their policies. Their policies are not consistently applied, and therefore
certain accounts are able to get away with breaking these policies. (107)

Participants also brought up that because hateful content will often use dogwhistles,
coded language that looks innocuous to those unfamiliar with the rhetoric, successful re-
ports would require those reviewing the reports to be aware of those dogwhistles.

They’re [comments] often not so flagrant about it; it’s more dogwhistly, and
you would have to be aware of the content. You'd have to understand that they
don’t literally mean this. (114)

Participants noted that even if users were banned, it would be easy to create a new
account to continue their behavior. Moreover, reporting would not be useful for organized
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harassment campaigns due to the number of users participating, as well as the fact that
harassment is not limited to YouTube specifically, but exists on all platforms.

The few participants who believed the reporting feature on YouTube was an effective
mechanism had seen some action taken when reporting content themselves or had seen
content removed and attributed the removal to the reporting mechanism.

I think so [reporting is effective]. On YouTube, most of them [my reports] have
been pretty successful. (108)

I went in to remove the comment, but it was already gone by the time I had
read the notification; so I assumed my audience had just flagged that one on
my behalf. (118)

5.3.2 Experiencing friction when reporting

Some participants expressed that reporting was not very straightforward. Participants
mentioned that there were more steps when filing a report on YouTube compared to
other platforms, as well as confusion about which category their reports fall into.

Sometimes there’s not a category for the thing I want to report it as. If you have
something that doesn’t quite fall into the categories, then you’re not really sure
where to go. (I115)

Another participant brought up experiencing a lot of friction attempting to report content
on YouTube’s mobile application. Specifically, hitting the report button would open up the
reporting form in a browser and require the user to sign in again before they can report
the content. A few participants also felt that YouTube changes the process of reporting
too frequently, and one (I04) wasn’t sure how to even report a user at times.

It’s harder, once upon a time you just had a button. I had to Google it at one
point; it was not immediately obvious where it was at the time. It wasn’t giving
very helpful search results; I found a lot of outdated stuff. ... It doesn’t feel like
a big enough deal to go through the process of reporting it.

5.3.3 YouTube lacking incentives to act on reports

Participants attributed the lack of impact of reporting to their belief that YouTube’s
“business model is about keeping advertisers happy, not about keeping users or creators
happy” and that “there’s no incentive to ‘do the right thing’” (I19). Indeed, participants
felt that YouTube’s moderation decisions are influenced by financial incentives and
prioritize the needs of stakeholders that either generate income or may negatively impact
profit for the platform. Participants commonly mentioned observing that YouTube will
quickly penalize even minor violations involving copyrighted media, but hateful content
will take longer to remove if it is removed at all.
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They’ll take down a video if it includes 30 seconds of a copyrighted song, but
if a video contains actual examples of bad content, YouTube will be very slow
to take it down. (114)

They’ll happily take your channel down in a heartbeat if you put three seconds
of a song that’s copyrighted. If you threaten someone’s life, then nothing
happens. (119)

Interestingly, one participant (I09) recounted a time when their own content was
reuploaded in whole by another user with only minor visual edits and the audio translated
into another language. They reported the videos, but did not receive any remediation
from YouTube. They only got the videos removed once they contacted the user who
reuploaded their content and threatened legal action; only then did that user themselves
take down the videos.

Participants also expressed feeling that YouTube showed favoritism to larger creators
because they were “an asset too valuable to lose.” In the words of 107:

The more stature you have on the platform, the gentler YouTube seems to be.
You really have to break the rules very aggressively when you’re at those upper
echelons.

As such, some participants mentioned feeling like they needed to know larger creators
to have their issues taken seriously. One creator, however, notes that the larger creator
could potentially be a threat themselves if the creator has a falling out with them or the
larger creator has ulterior motives for helping the smaller creator.

5.4 Strategies Creators Use to Prevent and Mitigate Hate

Participants described several methods they used to combat and prevent hateful interac-
tions. In general, these methods fall into the categories of moderation, where participants
curate comments left on content they have posted, and selective disclosure, where par-
ticipants describe curating what they disclose to their audience and their interactions
with their audience.

5.4.1 Moderation as mitigation

The most common moderating method participants utilized was the comment filter
feature available to YouTube creators. This feature places any comment that is picked up
by the filter into a moderation queue where creators can review the comments and decide
whether they want to allow the comments to be posted. While many of our participants
relied primarily on the default automated filter to help pick out comments that may be
offensive, some participants also used their own custom list of words or phrases they
wanted to block either because the language or words being used in hateful comments
are unique to them, or because of unique circumstances where comments mentioning
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specific topics are likely to be hateful. For example, one participant (I08) described
having to add the word “curry” to her list of filtered words due to it being used in racial
epithets directed toward her.

I've updated the filters on each platform to catch as many of them as I can
but it’s hard, because now I have to ban the word curry because people will
frequently be like: [racial insult using the word curry]. Curry isn’t inherently bad,
but because they string together words that, by themselves, are innocuous, but
together, are kind of trash, I have to filter that out too.

Participants also utilized the “hide from channel” feature against those who commented
hateful messages on their videos. This feature acts as a “shadowban” such that if
the creator hides a user from their channel, comments the hidden user attempts to
leave will not appear to anyone but the hidden user. This was seen as a more effective
alternative to reporting, as the offending user would not know they would need to create
a sockpuppet.

I[hide from channel] because if they get reported, they get their thing removed—
they’re going to make six burners anyways. [In the case of hiding], they
just scream into the ether, and I think it’s funny because they think they’re
commenting, but I can’t see it; nobody else sees it. (103)

While the primary function of moderation was to remove hateful and offensive content
from their page, participants described how moderation was also effective as a way to
discourage hateful behavior by setting expectations of conduct in their comment sections.
That is, they felt that if they allowed hateful comments to remain unchallenged in their
comment section, those inclined to post hateful comments would see it as a space where
such comments are tolerated. Similarly, if their comment section is free from hateful or
abusive rhetoric, or such comments are challenged by either the creator or those in the
audience, it may discourage those who wish to post hateful or abusive comments. Many
participants also noted that they often felt it was best not to engage with those leaving
hateful remarks, as we will describe in Section 5.4.2.

This also applied to wanting to influence a broader creator culture, as 117 felt that
by removing bigoted comments, it may set an example for other creators to remove
comments because they disagreed with those views.

There may be a comment that says this person doesn’t write good poetry
because they’re Jewish, and to me that doesn’t necessarily cause any material
harm. I think it’s terrible and I don’t agree, but in the same vein, I want to try
and be an example of a decent creator. I don’t want to stifle ideas just because
I disagree with them, because otherwise content creators who are dissimilar
from me, they might see how I respond to those comments and might do the
same on their channels where they block comments that are actually more
constructive or positive towards these conversations.
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Participants also saw moderation as a method to protect their audience from seeing and
potentially being affected by hateful comments.

You could insult me, that’s fine, but I'm not letting you bully my audience. (103)

[Hate] doesn’t have a huge impact on me, [but] what gets to me though is that
people who may not have as thick of skin as me are consuming my content.
They come across these comments and it might impact them more; so that’s
where I start getting a bit protective of my viewership in my community. (105)

This is especially true of creators whose audience consists of marginalized groups.

A lot of Black people watch me, so I don’t need other Black people seeing that.
(I11)

I want people, especially women and other minority people, to feel comfortable
and to be able to leave a comment and not be harassed. (119)

5.4.2 Social media hygiene as prevention

Participants also alluded to using social media hygiene techniques to both prevent hate
from occurring and mitigate existing hate from escalating. Most participants alluded to
ignoring hate comments, as they believe any acknowledgment of the hate received would
encourage the “haters” by eliciting a response. Indeed, creators alluded to believing that
one motivation for those who leave hate was to provoke a response, and as such, any
acknowledgment by the creator can be seen as “the hate getting to them.”

If you try and address or complain about it publicly, that just encourages more
people to keep going. It’s just bullies getting a rise out of their victim. (112)

This sentiment, however, was not ubiquitous, as a few creators felt that if the offender
received backlash, it might deter others from harassing them.

I think that me being confrontational about those who have harassed me
deterred it [harassment]. It’s kind of a public shaming type of thing. If you
leave something that’s harassing me, I will respond back like “does it make
you feel good to be like this?” So I think it’s nipping it in the bud [because] I
don’t really get it [harassment] anymore. (110)

Creators also mentioned attempting to make sure they do not accidentally disclose any
private information or present location in their content. This includes measures such as
posting pictures from events at a later date, keeping windows covered when filming so as
not to expose their address, not using their real names online, and being vigilant about
what personally identifiable information (PII) is available about them online.
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However, despite their own efforts, participants also noted that it was difficult to keep
their information from being exposed because they did not know they needed to take
these precautions when they were starting out, and only felt the need to take action when
their channel started to get more attention. Indeed, only one participant (I7) started their
channel having taken precautions to keep themselves private. Moreover, participants
mentioned the difficulty of keeping their information removed if it was once available. 104
recalls trying to remove their information from data broker sites, only for the information
to reappear later.

I'took a whole day trying to get myself bleached off of these [data broker] sites
[data broker sites]. I think I was successful in doing that, but I don’t know,
because how a lot of these sites work ... maybe you’re gone for a couple of
weeks.

Social media hygiene also applies to who the creator is associated with. As alluded to
in Section 5.3.3, creators also felt that other creators could pose a threat in the event
those creators have a falling out with the original creator, had bad intentions, or became
embroiled in controversy. As such, creators also expressed needing to be cautious with
whom they associated, as well as how close they became with other creators.

5.5 Participants’ Requested Features

The features most participants requested were improvements to the platform’s reporting
and blocking functionality. Specifically, they wanted platforms to provide users with
feedback regarding their reports (i.e., whether action was taken and reasons for this
decision) and make blocking another user also block all other accounts associated with
that account—both current and any future accounts they create—to make it more difficult
to circumvent being blocked by creating new accounts or using an alternate account.
Participants also suggested having an “Other” option when selecting the category a
report falls under as well as the ability to attach a note when reporting to elaborate on
why the content is being reported. Participants also spoke about wanting to be able to
connect with a human when reaching out for support “rather than just filling out a form”
(I07). Alist of various suggestions participants stated they would like implemented can
be found in Table A.2 in the appendix.

6 Discussion

6.1 Threats Arising from Intracommunity Dynamics

Prior work on online hate and harassment primarily addresses actions that reflect con-
ventional conceptions of threats. In contrast, we found that participants’ threat models
included not only malicious actions but also intracommunity dynamics—the tensions,
norms, and power dynamics present within the communities creators are situated in that
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influence how creators interact (Walker and DeVito 2020). More specifically, participants
sometimes viewed seemingly neutral or even positive actions from their own audience
as a form of harassment. Participants cited growing and supporting their audience as
a primary motivator for creating content; this was also a factor in how they decided
what content to share, how to engage with their audience, and how to moderate their
channels. Participants felt the responsibility to protect their audience from seeing poten-
tially harmful comments, while still allowing their audience to exercise a degree of free
expression. What constitutes an acceptable degree of moderation and what crosses the
line into censorship seems to be determined by a combination of both the creator’s own
views and what they believed their audience expected. Most creators also wanted to
build community with other creators, with some citing the importance of networking with
higher-profile creators specifically as a way to access better support from the platform.
At the same time, these same participants were also concerned that these connections
could open them to further harassment by increasing their visibility. This highlights that
part of risk management for creators is navigating multiple layers and types of intracom-
munity dynamics—both those within their own audience community and those within
the broader community of creators.

6.1.1 Audience expectations

Many of the risks participants cited that are associated with these creator communities
seem to stem from what audiences expect from creators. In addition to creating content
that appeals to their intended audience, however, our participants also indicated a
need to explicitly align themselves with the values of their audience. Failure to do so
could result in backlash wherein audience members themselves may attempt to incite
harassment against the creator in the form of “name-and-shame” campaigns. Online
harassment is sometimes seen as a tool to enforce social norms and punish those who
violate those norms (Blackwell et al. 2018; Take et al. 2024). Our findings indicate
that for some creators, any association with brands or persons—including incidental
or through personal consumption choices (e.g., products they are seen using, travel
destinations)—may potentially be seen as a violation of norms. This is especially true if
that brand or person is later seen as “problematic”; the association may then be viewed
as a tacit endorsement of certain practices or values that audience members believe the
brand or person represents. This potentially exposes the creator to future harassment—
even if the creator was unaware of the implications of associating with or supporting the
“problematic” brand or person.

Abuse stemming from backlash was not the only potential threat their community could
pose. Participants cited as harassment interactions with fans that while seemingly
positive or neutral, represented an overstepping of boundaries and an entitlement of
the creator’s time and attention. Indeed, though creators hold some celebrity status,
the importance of being perceived as “accessible” (Valenzuela-Garcia et al. 2023;
Berryman and Kavka 2017)—especially as compared to traditional celebrities—can result



22 Journal of Online Trust and Safety (2026)

in audience members forming a parasocial relationship with creators wherein they also
view the creator as a friend (Berryman and Kavka 2017). Though creators can attempt
to manage this expectation, creating explicit boundaries between themselves and their
audience can harm both their growth and their income potential. Moreover, as some
audience members may view a creator’s accessibility and relatability as a “requirement,”
if an established creator institutes new boundaries, it could itself be viewed by audience
members as a transgression worthy of backlash.

While many of these risks may seem to originate in the interpersonal realm, their
inextricable connection to creators’ personal and financial circumstances constitutes
a more substantive threat than for those who are not in this unique position. Creators
occupy the roles of both idol and friend to their audience—that is, despite expecting
creators to represent the average person, they are simultaneously put on a pedestal and
expected to flawlessly represent their audiences’ ideals. This dynamic between audience
and creator, wherein creators are expected to be both above and equal to their audience,
results in the community that creators seek to build and be a part of also becomes a
potential source of harm.

These risks scale not only with the size of a creator and their own community, but also
with the community’s own reach. In communities where other creators are present, their
audience may also pose a risk. Not only can creators mobilize their audience against
other creators, but backlash can spill over to any creator known to associate with the
“offending” creator. These risks are also difficult to predict, requiring understanding not
only what values audiences expect, but also the actions and rhetoric that the audience
may take as signaling support for opinions and practices that the audience supports and
those they oppose. Moreover, these signals are not static, and because of the potential
“long tail” of online content, older posts may be interpreted through a current lens. This
was a phenomenon I10 experienced, receiving backlash for collaborating with a company
prior to the company’s controversy; thus, any present decision is risky in itself.

6.2 Persistent Systemic Risks

Our findings also broadly align with the findings of prior research on hate and harassment
toward creators. Of note, our participants felt that reporting offending content had little
impact nor remediation due to gaps in protection and lack of transparency from the
platform (Grober et al. 2024; Thomas et al. 2022; Reynolds and Hallinan 2024), and
that moderation using platform-provided tools and social media hygiene are useful
strategies in combating and mitigating hate; however, these practices were also seen as
burdensome to creators and had a steep learning curve (Samermit et al. 2023; Soneji
et al. 2024; Thomas et al. 2022). Moreover, some participants expressed concerns
that moderation—both by creators and the platform—may be perceived as a form of
censorship (Heung et al. 2024; Thomas et al. 2022).
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Many of our findings around the gaps in protections afforded to those who create content
that is shared online have been found in prior studies since at least 2017 (Blackwell
et al. 2017), and are not unique to just “content creation” on social media platforms, but
also on any public online platform that hosts content attributable to individuals or groups
of individuals, including news platforms (Goyal, Park, and Vasserman 2022; Posetti
et al. 2020) and collaborative projects like Wikipedia (Forte, Andalibi, and Greenstadt
2017). Existing literature on online abuse often situates itself in the HCI space, using
findings to offer implications for designing online spaces or third-party tools meant to
augment these online spaces (e.g., Scheuerman, Branham, and Hamidi 2018). Proposed
solutions or improvements broadly advocate for third-party tooling and resources, or
platform improvement based on feedback (Thomas et al. 2022; Uttarapong, Cai, and
Wohn 2021). While third-party tooling has been useful for creators, changes to platforms’
APIs may render them nonfunctional, as in the case of the tool Block Party (Perrigo 2023).
While platforms have made improvements to tackle various types of toxic content on
their platform (i.e., community notes to address misinformation), these improvements
generally address only individual pieces of offending content, but not areas of structural
breakdown that affords harassment (Lewis, Marwick, and Partin 2021) and creates
difficulties in obtaining recourse when harassment occurs (Uttarapong, Cai, and Wohn
2021), nor do they mitigate specific creator concerns, e.g., more transparency about
reports (Grober et al. 2024).

The persistence of these challenges—similar solutions are repeatedly proposed and
platforms repeatedly attempt to implement them—suggests the problem may require
a different perspective. Creators’ definitions of harassment are broader than those
typically considered in prior literature (e.g., Valenzuela-Garcia et al. 2023; Thomas
et al. 2021), and the risk does not only stem from adversarial entities but also from
those with competing interests (e.g., that of community members or the platform). This
suggests that the current approach to tackling harassment may be too narrow and may
overlook constraints and affordances that emerge from how subsystems interact within
larger systems (Barile et al. 2012). For example, systemic risks, risks that arise from
externalities created by interdependent systems, may contribute to the problem or
impact the feasibility of existing solutions.

6.2.1 Lack of corporate incentives and legislative pressure

Content platforms—especially social media platforms—are for-profit entities, and as such,
recommendations to platforms would need to consider how the suggested changes could
impact profitability, especially in cases of publicly traded companies, which have fiduciary
duties to shareholders (Zimmer 2021). In fact, this is what some of our participants
contend is the reasoning behind preferential treatment toward very large creators.
However, the profit motive may not be the only reason that platforms may not implement
certain requested changes. Platforms also have to contend with potential legal liabilities
around policy decisions, as they may be subject to the laws and regulations in the
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different regions the platform can be accessed. This affects content moderation, because
anything that may hold a platform accountable inherently opens the platform up to legal
liabilities. For example, having community guidelines and terms of service that are more
clear and specific as 109 suggested (see Table A.2, Appendix) may allow less room for
moderator discretion in the platform’s policies; however, it also may create a contractual
commitment to be held to and scrutinized for—similar to, but distinct from, the conditions
that necessitated Section 230% (Klonick 2018).

Effective legislation can be a strong motivator in incentivizing companies to adopt
changes that would otherwise be unpopular for the company (Peeters 2020). However,
technological innovation outpacing regulation is a well-documented problem (Margan
2025). The regulatory “pacing problem” stems not only from the inability to predict
harms that will be caused by emerging technology but also policymakers’ lack of domain
knowledge, especially around specific online ecosystems. As a result, laws to regulate
technology and the internet not only may not solve the problems the laws were intended
to address, but also may create new problems.

The EU’s Digital Services Act (DSA) and Online Safety Act (OSA) primarily address re-
sponsibilities of digital service providers regarding the trade and hosting of illicit goods
and services on their platforms, and the duty of care platforms have toward underage
users. Though the DSA does require that platforms provide transparency to users re-
garding the status of user reports and actions taken in response via clear and specific
“statements of reason,”® based on transparency reports (European Commission, n.d.-
b), outside of content deemed illegal, the information that platforms are required to
provide to users is vague and minimal (European Commission, n.d.-a). While the DSA
does encourage platforms to moderate to avoid penalties, Alkiviadou (2025) finds that
in practice, much of this moderation is automated to comply with narrow time limits to
remove illegal content imposed by law. In addition, without a clearly defined scope of
what constitutes “illegal hate speech,” these laws may be exploited by those who wish to
stifle certain types of free expression (Alkiviadou 2025). Rather than adequately address
the safety concerns of content creators, these laws also unintentionally exacerbate the
censorship that marginalized groups already face and chill speech around controver-
sial topics due to existing problems with platform moderation (see Section 2.4). This
highlights how regulating allowed speech on platforms is ineffective in tackling hate and
harassment.

Indeed, criticism has been levied on existing and proposed attempts to regulate social
media platforms for similar ineffectiveness and negative impacts. For example, proposed
age verification laws intended to keep children from accessing age-inappropriate material
have been criticized not only for implications on privacy, freedom of speech, and

4. Section 230 of the Communications Decency Act grants platforms immunity from tortious liability for
third-party user-generated content and moderating content in “good faith,” but not liability due to breach of
contract (Gregory 2021).

5. Article 17(1) and 17(4) of Regulation 2022/2065 (DSA).
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their potential to allow for government surveillance (Lorenz 2026; Electronic Frontier
Foundation et al. 2022), but also for counterintuitively requiring the collection of sensitive
information from children (Weissman 2023; Macon 2026; Kelley and Schwartz 2023).
Without existing trusted infrastructure to securely implement age verification, this puts
all users at risk—including the children the law aimed to protect (Weissman and Flatley
2024). Recently, after Discord, an instant messaging and VOIP platform, implemented
age verification in the UK and Australia to comply with the countries’ newly introduced
requirements, the third-party vendor used to handle customer service—including age-
related appeals—suffered a data breach that resulted in a leak of photos, including
government-issued identification users submitted during the appeals process (Alajaji
and Baldwin 2026).

These examples illustrate a disconnect between legislative goals and technical realities
due to lawmakers’ limited understanding of online ecosystems and lack of technical
expertise.

6.2.2 Creators face occupational hazards

Many of the risks associated with content creation parallel the risks of those faced by
public figures and celebrities—indeed, as Valenzuela-Garcia et al. (2023) note, “there
is no clear separation between traditional celebrities and influencers.” However, the
protections creators receive are more similar to those who participate in the “gig
economy,” who are often not subject to the same protections and rights as workers
in more traditional jobs and are subject to the design and policy choices of the platforms
they use (Sannon, Sun, and Cosley 2022). In most jobs there are constraints to limit the
safety risks workers must shoulder, and prior expectations in the tasks they will perform
as well as potential risks they may face; however, the experiences of the creators in our
study highlight that, unlike in other types of work, creators are unaware when they first
start out of the tasks they will need to perform outside of creating content, as well as
risk vectors they will have to navigate.

Navigating risk entails a high administrative burden for creators not only when facing
harassment, but in preventing it to begin with. Our participants were often unaware of
the preventive measures they needed to take before starting content creation, such as
preemptively removing their PII off the internet or making sure sensitive information
could not be inferred from their social media activities. This presents a safety issue, as
personal information is already known to be hard to remove ordinarily (Take et al. 2022);
however, when exposed to malicious actors, it may be impossible to permanently
remove—or worse, attempts to request removal could expose additional information as
well as revive or escalate harassment (Take et al. 2024).

Despite the importance of creators to the platform—social media is co-created by
creators, and a platform’s value is reliant on creators making content on the platform
(Deloitte 2025)—much of the burden of ensuring a safe work environment is put on the
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creator. The measures the platform has in place are insufficient to ease the administrative
burden creators face when attempting to navigate the risks of content creation. Although
the platform does provide tools that participants found useful, participants felt that they
lacked guidance on how best to utilize them. Moreover, the platform-provided tools are
remedial—that is, designed for creators to respond to incidents after they have occurred—
and onerous at scale. While platform support exists, our participants’ responses indicate
that the process of obtaining support from the platform entails a greater administrative
burden due to friction in the reporting process and difficulties for small creators in
contacting a support agent.

Content can unexpectedly “go viral,” exposing the creator to not only a massive increase
in visibility, but also risk of harassment (Samermit et al. 2023). In fact, our participants
often did not start content creation expecting exponential growth. The unpredictability of
risks associated with content creation and the low barrier to entry presents a safety risk
not only to those who identify as content creators but also to users who publicly share
“content” on social media platforms. For those users who are not currently generating
an income through their content, this can be especially devastating: there have been
documented cases of these users losing employment after a post they had made reached
beyond their intended audience—such as those who had been targeted by “name-and-
shame” campaigns. This indicates a need for platforms to provide support to potential
creators from the point of sign-up, rather than only after they have begun to amass a
following—and the increased risks that come with it.

6.3 Recommendations

Creators, platforms, and even researchers are situated within larger systems and cannot
be fully divorced from these systems due to the ways entities within a system interact
with and influence each other. As such, though individual groups can make improve-
ments within their own subsystems, solutions for the broader problem at hand require
collaboration between relevant subsystems. In the following, we make suggestions for
ways individual stakeholders can take action in working toward improvements.

6.3.1 Platforms

Creators are a fundamental part of the supply chain that generates profit for platforms.
The value of platforms is dependent on creators continuing to provide original content to
serve users. Some creators choose to no longer create content due to harassment, which
can be seen as a loss of a value-generating resource. As such, we argue that setting
prospective creators up for success by providing them support from initial onboarding
and throughout their tenure as a content creator on the platform serves the interests of
the platform.

While we recognize that platforms do not want to “chill” content that is experiencing
sudden growth, for creators, sudden “virality” is an inflection point where there is a spike
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in difficulty managing engagement due to volume alone and an exponential increase
in abusive content targeted at them. Platforms could do more to prepare creators for
unexpected growth and mitigate potential harm resulting from this growth. This could
take the form of nudges that caution and recommendations that highlight and encourage
best practices for personal safety and security at relevant growth milestones (Moynihan,
Herd, and Harvey 2015); for example, recommending that new users have separate
personal and professional accounts with separate associated emails during the sign-up
process, or reminding users not to share highly identifiable information upon first upload.
Though these suggestions do not address problems around sudden, unexpected growth,
they can help creators start off with a good foundation of knowledge to avoid common
mistakes with long-term consequences—and are also resources that participants stated
they would have liked to have had when starting out.

In addition, platforms could consider features that other platforms claim to have and
that users found would be useful, such as the highly requested “universal” block, which
Meta currently claims exists on Threads and Instagram (Instagram, n.d.), two Meta
platforms. The universal block would block not only a user, but all other current and
future accounts associated with that user. Unfortunately, independent auditing has found
that the universal block feature Meta claimed to implement for Instagram appears to be
defective or no longer in place (Béjar et al. 2025). However, this type of universal block
feature could be implemented more robustly in the future.

6.3.2 Creators

Creators have consistently voiced their desire to be in community with other creators,
both in this study and across research on creators more broadly (Scheuerman, Branham,
and Hamidi 2018; Samermit et al. 2023; Sannon et al. 2023; Thomas et al. 2022).
Indeed, the value of peer support as emotional support as well as mentorship has
been documented in a variety of settings (Van Maanen and Schein 1979; Fineman
2014; L. Davidson et al. 2006). Though creators may have unique challenges due to not
only the types of content they create, but the intersection of their identity (Heung et
al. 2024; Scheuerman, Branham, and Hamidi 2018), creators still do share common lived
experiences and understanding that make other creators better positioned to provide
support than non-creators.

This support could not only be emotional support or mentorship, but also take the form
of collective action and collective representation (Reynolds and Hallinan 2024). Forming
even a loosely connected group with similar shared interests is beneficial to coordinating
various forms of advocacy, such as collective bargaining and pushes for policy change
(Kochan et al. 2023; Lin 2022; Lamannis 2023). Creators should look to examples of how
others in the gig economy have organized for better conditions, e.g., app-based delivery
drivers (Meditz 2025) and rideshare drivers (Dubal 2019).
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6.3.3 Researchers

Although researchers cannot address all the constraints highlighted in Section 6.2, which
have kept things static over the past decade, researchers are able to provide evidence and
guidance that policymakers need to create better protections. We suggest researchers
reach out to policymakers, especially at local and regional levels, to understand the types
of research evidence that are missing or most helpful for developing sound policy on
related issues.

We recommend that future study designs account for variation in how participants may
interpret or conceptualize terms and concepts, to avoid overlooking dimensions that fall
outside traditional definitions. One way this can be achieved is through pilot testing to
help identify potential priming effects (Ruel, Wagner, and Gillespie 2016). Alternatively,
researchers could include a question asking participants to define key concepts (Charmaz
2014). Where the goal of research is to develop actionable suggestions, we suggest
researchers consider a participatory approach, where researchers work with participants
not as subjects but as co-researchers in their own right. Not only does this allow research
to be shaped by expertise grounded in lived experience, but because knowledge is shared
bidirectionally, this also gives those in the community tools to advocate for themselves
(Mergler 1987; Banks et al. 2018; Glass and Newman 2015).

6.3.4 Legislators

Although creators are essential to platform profitability, platforms fail to provide adequate
protection to their creators. We recommend that lawmakers work with creators toward
enhancing labor protections for creators similar to those that protect those working in the
gig economy. As creators are also end-users, this would also help to protect all users. Such
protections should, at a starting point, ensure that creators have safe working conditions,
such as being provided resources and recourse when facing harassment.

In addition, we also suggest policymakers take a user-centered design approach to
understand the intricacies of any socio-technical system to inform legislation. This
includes not only involving individuals with technical expertise, expertise in relevant
socio-technical ecosystems, and end users, but also existing research on the needs of
users of these systems.

6.3.5 Community

We hesitate to make any specific recommendations on how community members should
conduct themselves, as our participants indicated that each community and creator
has their own preferences for how their community behaves and engages with them
and their content. However, the tension between creators and audiences’ expectations
for them holds significant weight within the threat model of creators. The problem of
parasociality predates the existence of content creators. Unlike other public media figures
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and traditional celebrities who can maintain distance from their fans, however, engaging
with one’s audience is a necessary part of the job, and community building is a motivation
for being a content creator. These are not necessarily people you want to ban.

How to best support creators in managing these intracommunity risks is an area for
further research. One research direction we suggest is investigating how platform design
can both incentivize and discourage the audience interactions that creators find harmful.
Some platforms, such as Twitch (Twitch, n.d.) or Reddit (Reddit, n.d.), allow creators
and communities to set their own clearly defined and visible rules and expectations of
conduct for their communities. However, the ability to set boundaries does not eliminate
the risk creators face from their community and may actually realize the risk.

While we cannot offer suggestions for the root problem, we propose some suggestions
that may address immediate creator desires around community. The creators we spoke
to wanted to connect with other creators for emotional support due to a shared under-
standing of the problems creators face, but did not know who they could trust. Platforms
could consider a model similar to that used by Reddit’s volunteer moderators. Similarly,
many multiplayer video games have programs that allow players to opt-in to volunteer as
player moderators. For example, Dota 2’s and Counter-Strike’s Overwatch systems (Dota
2 2021), RuneScape’s Player Moderator program (RuneScape, n.d.), or Threads’ and
Twitter/X’s crowdsourcing of community notes (Threads, n.d.; Twitter, n.d.). Platforms
or even a third party could introduce a program where creators could opt-in, and after
determined trustworthy, anonymously provide emotional support to anonymous creators
who need it.

Inaddition, the burden is still on the creator to manage the inflection point where creators
shift from wanting to be accessible to grow and when their channel scales enough to
need to enforce boundaries, and also be able to know what boundaries are needed.
One potential way to address this problem could be to publicly introduce a feature that
“activates” certain settings by default at growth milestones or, if brigading is detected,
allows creators time to adjust, as well as avoid scrutiny because the settings were
implemented by the platform.
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Appendices

Appendix A: Tables

Table A.1: Demographics and channel status of participants.

IID Content Type Pronouns Status* Location
101 BookTuber, Commentary She/Her Silver us
102 Horror, Video Games, Let’s Play He/Him Silver us
103 Commentary She/Her None CA
104 Anime, Video Essays, Documentary They/Them Silver us
105 Fitness He/Him None us
106 Science Documentary He/Him Silver CA
107 Sitcom Retrospectives, Documentary He/Him Silver CA
108 Science Educator She/Her None us
109 Video Games, Video Essay Any/All Silver us
110 Crafting She/Her None us
111 Commentary No Response None us
112 BookTuber He/Him Silver us
113 Commentary He/Him Gold us
114 Internet History, Documentary He/Him None us
115 Crafting, Commentary They/Them Silver us
116 Science Educator None Silver us
117 Film, Video Essay She/Her Silver us
118 Literature He/Him None us
119 Philosophy, Religion He/Him Silver us

* YouTube subscriber status via the minimum number of subscribers. Silver: >100K; Gold: >1M.



Journal of Online Trust and Safety (2026)

Table A.2: Participants’ desired features and resources.

Problem Area Suggestions

Reporting 1. Recieving feedback on reports made, including if action was(n’t) taken
(104, 07,10, 11, 15, 16), and for those who have consistently filed
valid reports (109)

2. More platform transparency about their decisions regarding reports
(I23) and platform moderation (109)

3. Option to appeal report (114)

4. Ability to select an “Other” category as well as multiple categories
(111)

5. Ability to attach a note or comment to report (110, 11, 15)

6. Notifying the person who was reported so they can be aware of their
behavior (114)

7. More streamlined reporting process (104)
8. Ability to mass report content (I07)

Blocking/Hiding 1. Blocking/hiding a user from the channel affects all other current and
Users future accounts of that user as well (102, 04, 05, 06, 07, 14, 15)

2. Ability to utilize “blocklists” to block a list of users other creators
deem worthy of blocking (104, 06)

3. Blocking a user also restricts that user’s ability to see the person who
blocked their content (I05)

Platform 1. Easier access to a human when reaching out to the platform for
Support/Policies support (103,12, 13)
2. Clear and specific community guidelines on what is or is not allowed
(109)
3. Dedicated staff that primarily handles harassment and community
guideline related problems (I19) and provides personal support for
those dealing with harassment (116)

4. Not allowing banned users to circumvent bans by creating new
accounts, banning new accounts the user attempts to create, or
shadowbanning them (107, 9)

5. Restricting the ability of frequent offenders to comment (109, 19)

6. Limiting the level of interaction a user can have with a creator (1I01),
i.e., the number of times a user can comment on a specific person’s
content (I03)

Resources 1. Access to resources on being comfortable with having an online
persona (110)

2. Access to resources on strategies for handling and “weathering”
harassment (102, 07)

3. Access to mental health resources/services (104, 07)

Misc. 1. Ability to choose the audience to whom the creator’s content gets
recommended (I05)
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