Regulating the “Unregulatable”: Why
Policymakers Are in Paralysis When Regulating
Al

Sarah Barrington and Hannah Bailey

Policymakers confronting generative Al have often accepted a striking
premise: that Al is too complex, too fast-moving, and too “unprece-
dented” to be governed by existing frameworks. We argue that this
premise is itself part of the problem. Many harms associated with gen-
erative Al including fraud, impersonation, deceptive advertising, and
exploitative synthetic media, are not wholly new categories of threat.
They are familiar harms, now produced and distributed more cheaply,
more quickly, and at greater scale. To move beyond the current policy
paralysis, we propose decomposing Al into three layers: the model layer,
the deployment layer, and the distribution layer. Once disaggregated in
this way, AI no longer appears as an ungovernable monolith, but instead
as a supply chain of software products and infrastructures that already
sit within consumer protection, product liability, sectoral, and platform-
governance regimes. Governing actors should stop treating the absence
of legal authority as the obstacle. The real challenge, we argue, is the
persistence of Al exceptionalism and the resulting under-enforcement of
ordinary law.

1 Introduction

Generative Al has intensified policy anxiety with unusual speed. In only a few years,
models capable of producing realistic text, audio, image, and video outputs have been
integrated into search engines, office software, social media platforms, advertising
tools, and consumer applications. Governments have responded with executive orders,
regulatory principles, voluntary commitments, and a scattering of targeted statutory
measures (Federal Communications Commission 2024; EU 2024b; Executive Office of
the President 2023). Despite this activity, the overall response remains confused and
inconsistent. Even where policymakers recognize serious harms, they still struggle over
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whether existing law applies, which institutions should act, and whether entirely new
governance frameworks are required.

Part of this confusion is conceptual. Industry actors and policymakers often describe Al as
a qualitatively new category that sits outside ordinary legal and institutional governance
tools. Terms such as “frontier models,” “artificial general intelligence,
and “agentic AI” all reinforce the notion that AI is uniquely complex and difficult to
govern. This framing has obvious political uses. For one, it casts Al as too novel and
complex to be governed by the ordinary instruments of consumer protection, product

” «

existential risk,”

liability, and competition law. It also helps sustain the inflated promise and valuation on
which the contemporary AI market depends.

And yet, the language of “unprecedentedness” is itself highly precedented. Similar
narratives accompanied earlier periods of deregulation; for example, during the rise of
social media platforms, firms emphasized novelty, neutrality, and technical complexity
while resisting classification under older media, advertising, and competition frameworks
(Gillespie 2010; Napoli and Caplan 2017). Before the 2008 financial crisis, the financial
derivatives industry made comparable arguments about complexity, speed, and the
inadequacy of inherited rules (Financial Crisis Inquiry Commission 2011; Stout 2011,
Awrey 2012). In both settings, firms and their allies warned that intervention would
break innovation or exceed the capacity of existing law, and instead the firms offered
voluntary best practices in place of binding obligations. As a result, in both instances
there was a delay in ordinary oversight, which then shielded products and practices from
liability until the harms were too widespread to ignore.

Seen in this light, many of the harms now attributed to Al are less novel than the sur-
rounding narratives suggest. For example, deepfakes intensify long-standing problems
of impersonation, fraud, and harassment. Automated content generation and recommen-
dation systems similarly build on familiar advertising and engagement infrastructures.
What is new is therefore not necessarily the type of harm enabled by AI, but rather the
speed, scale, and opacity enabled by contemporary data pipelines, model architectures,
and platform-enabled distribution. We propose that once Al is decomposed into three
layers, namely model, deployment, and distribution, it comprises a supply chain of soft-
ware products, services, and infrastructures that already sit within established legal
regimes. Policymakers should instead be addressing the question of which actors at
which layer should be held to which obligations, using which already available regulatory
or legislative tools.

2 The Myth of Unprecedented AI: Familiar Harms at a New Scale

The harms currently associated with AI are concentrated in a particular subset of
systems known as generative AI, meaning “computational techniques that are capable



Barrington and Bailey 3

of generating seemingly new, meaningful content such as text, images, or audio from
training data” (Feuerriegel et al. 2024). Although these models are often framed as
ushering in entirely new forms of digital harm, a more accurate interpretation is that
they amplify long-standing problems. Fraud, harassment, propaganda, and deceptive
advertising all predate the present AI boom.

We argue that the fundamental nature of these harms has not changed; rather, what
has changed is the speed and scale with which specific technologies can produce these
harms. In practice, “AI” in this context typically refers to a narrower set of technologies,
comprising large language models (LLMs), vision-language models (VLMs), and text-,
image-, and audio-to-video generation models, each with its own distinct architectures,
training data, and points of failure, rather than a single monolithic technology. Referring
to these systems by their technical names is important, since they are specific tools that
produce the harms discussed below, not a single abstract “Al” category.

We recognize that a growing body of literature suggests generative AI may still introduce
novel forms of harm. One such example of this is prominent work indicating that Al-
generated content can be more persuasive than human-authored content. Even so,
studies are inconsistent on this issue (for example, a study found that persuasiveness
does not scale with language model size (Hackenburg et al. 2025)). So while future
advances in Al could present new harms, this is not necessarily the case at present.
In the case of Al-generated persuasive synthetic content, what AI currently offers is
the easy generation of such synthetic media at low cost (Blakemore 2018; Barrington,
Cooper, and Farid 2025).

This holds across many of the most prominent harms associated with AI. For example,
mis- and disinformation predate the internet (Tucher 2022; Lasswell 1971; Rid 2020;
Vosoughi, Roy, and Aral 2018), but a campaign that once required a team of operators can
now generate text, visuals, or fabricated audio at scale with a single model and a few lines
of input text (Bradshaw, Bailey, and Howard 2021; Goldstein et al. 2023). Generative Al
has already enabled scams at both large and small scales (Chen and Magramo 2024;
AARP 2024), but fraud and impersonation are centuries-old (Pappano 1937). Generative
AI models can also produce non-consensual intimate imagery or fabricated material
depicting minors (Ding and Suresh 2025; Farid 2022; Wong 2024; Kang 2025); however,
itis worth noting that fabrication does not make this categorically different from authentic
content, since synthetic content reproduces many of the same harms that authentic
material inflicts on victims and viewers (Rini and Cohen 2022).

In all cases, generative Al is therefore better understood as a tool for automating and
amplifying these harmful practices, rather than as the source of an entirely new category
of harm. These continuities should change how the regulatory problem is framed. If the
core harms extend earlier forms of digital and commercial wrongdoing, then the relevant
question is why existing tools against fraud, deception, harmful products, exploitative
content, and unfair practices are not being applied more consistently to a new set
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of software products. Yet treating Al as an exceptional technology has encouraged
policymakers to begin with “Al” as a freestanding object of regulation, rather than with
the specific product, practice, or harm at issue. This tendency can distract from the more
prosaic but more urgent task of enforcing existing law against familiar harms that now
appear in automated form. We return to this distinction in Section 3.

This continuity of harms has not been matched by continuity in governance. Policymakers
have often approached Al as a freestanding regulatory category, even though the substan-
tive problems grouped beneath that label differ considerably. The National Conference of
State Legislatures tracked over 1,000 state AI measures introduced in 2025, but those
measures addressed widely differing matters, including government use, health care,
employment, consumer disclosure, discrimination, children, chatbots, and synthetic me-
dia (Canada 2026). Their heterogeneity is precisely the point: a common “AI” label has
become the organizing principle for a wide range of otherwise distinct policy problems.
In short, policymakers too often begin by asking, “How should we regulate AI?” rather
than, “What conduct or harm are we regulating, and does existing law already address
it?” We should caveat this by noting that some Al-specific measures are warranted,
particularly where existing law leaves notable gaps. Our concern, though, is with making
the technology label the starting point of regulation, since doing so can obscure whether
the underlying conduct is, for example, already governed as employment discrimination,
deceptive advertising, unsafe medical practice, privacy intrusion, fraud, or another famil-
iar category of harm. The example of Executive Order 14110 illustrates both approaches,
as it directed agencies to consider AI within their existing sectoral authorities, but also
established a novel compute-threshold reporting regime for certain dual-use foundation
models (Executive Office of the President 2023).

Yet, the “Unprecedentedness” rhetoric continues to appear across the tech industry and
media, and is repeatedly voiced by some of the industry’s most influential figures. In a sin-
gle essay titled “The Adolescence of Technology,” Anthropic CEO Dario Amodei describes
Al as posing “unprecedentedly large and rapid” labor-market disruption, “historically un-
precedented levels of wealth concentration,” and a “serious and unprecedented threat”
in cybersecurity (Amodei 2026a). Similarly, Google and DeepMind CEOs Pichai and Hass-
abis have likened the advent of Al to something as profoundly new as fire (Prakash 2023;
Nelson 2026). Internal governance documentation at tech companies also encodes
this framing: OpenAl’s Preparedness Framework formally defines a “critical capability”
as one that could introduce “unprecedented new pathways to severe harm,” distinct
from capabilities that merely amplify existing ones (OpenAlI 2025). It is noteworthy that
this language fits the classic playbook of “technological exceptionalism,” which justifies
treating Al as falling outside the bounds of typical law and society (Kaminski and Jones
2024; Jones 2018).

A central strand of this persistent “Unprecedented” narrative is the conflation of current
Al systems with artificial general intelligence (AGI). AGI is associated with a wide range
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of definitions that generally converge on the concept of AI matching adult human-level
cognition, but vary in the breadth of tasks a system can perform, the level of performance
it must reach, the degree of autonomy it possesses, and whether it must equal or exceed
human capabilities (Hendrycks et al. 2025). This variation, however, makes AGI a poor
category for regulating present-day products, as the term does not identify a stable
technical threshold, a particular deployment context, or a responsible actor. It instead
refers to a hypothetical level or breadth of capability. Whatever one’s view of whether AGI
is attainable, it is not the technology currently embedded in most products and services.
Present-day Al systems are better understood as narrower, probabilistic, and domain-
variable tools deployed in particular contexts. They draft text, rank content, summarize
documents, generate images, assist with coding, classify data, support decision-making,
or power recommendation and advertising systems.

Treating AGI as the reference point for regulation distracts policymakers from immediate
harms and distorts governance in three notable ways: first, by legitimizing a delay in
regulation in anticipation of future AGI; second, by redirecting policy efforts toward
speculative “alignment” and “existential risk” research at the expense of the sector-
specific harms we discussed above; and finally, by privileging benchmarks of general
capability over deployment-specific questions of safety, fairness, and market power
(Narayanan and Kapoor 2025).

More broadly, the appeal to an unprecedented Al collapses a wide range of systems into
a single notion of a monolithic “AI” category. Automation tools, recommender systems,
chatbots, image generators, predictive models, and autonomous decision systems alike
are all grouped together under the label of “Al,” despite operating differently and raising
different regulatory questions. Furthermore, the framing of Al as monolithicis increasingly
inaccurate on both technical and regulatory grounds. In most cases, contemporary Al
products, such as agentic systems or coding assistants, comprise multiple models in
the software pipeline, including not just an LLM but also retrieval systems, auxiliary
classifiers, and API access (for example, Claude Code (Anthropic 2025)). Treating Al
as a single object serves to obscure this internal structure and makes it even harder to
understand which components are used in which deployment contexts. The result is
that, at present, regulatory effort predominantly goes toward broad Al bills and advisory
frameworks instead of using existing tools that target specific components, use cases, or
actors, making ordinary tools like product safety, consumer protection, and competition
law appear ill-suited by comparison.

3 The Path out of Policy Paralysis
Thus far we have discussed how AI can be strategically framed as an “unprecedented”

technology. Here, we ask how that script then translates into policy inaction. We argue
that the rhetoric of unprecedented Al operates through a recognizable playbook, and
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importantly, several actors, from model developers to product deployers and platform
distributors, are independently motivated to align with this playbook. Because these
actors are all incentivized to depict Al as “unprecedented,” this can produce an effort
that appears coordinated, even in the absence of explicit collusion. In this respect, Al
governance resembles what platform scholars often describe as a “problem of many
hands” (Thompson 1980), where responsibility is dispersed across multiple actors in
ways that make accountability easier to evade. Within this “unprecedented” framing, we
posit that three tenets are especially important.

Tenet 1: Complexity as a Shield against Ordinary Liability. The first tenet is that
Al is too broad, too technical, and too general-purpose to fit within existing product
liability and consumer protection frameworks. This framing often relies on umbrella terms
such as “foundation models,” “agentic AL,” and the aforementioned “AGI.” These terms
identify meaningful technical characteristics, but they operate at a level of generality
that is often too broad to determine the obligations attached to a particular product
or use. Bommasani et al. define a foundation model as “any model that is trained on
broad data (generally using self-supervision at scale) that can be adapted (e.g., fine-
tuned) to a wide range of downstream tasks” (Bommasani et al. 2021). This definition,
while useful, is nevertheless broad relative to most product-level regulatory questions
because it classifies models according to their training and potential adaptability while
leaving unspecified the downstream application, user population, degree of human
oversight, marketing claims, tool access, and relevant form of harm. Similarly, Shavit et al.
define agentic Al systems as systems that can “pursue complex goals with limited direct
supervision” (Shavit et al. 2023). In practice, such capacity often arises from a composite
deployment in which a model is combined with planning or orchestration software,
memory, and access to external tools or APIs. Agenticness is therefore better understood
as a matter of degree and system configuration than as a bounded class of models. As
such, the general label does not identify which component made the consequential
decision or which actor controlled its deployment. These categories are thus useful for
describing technical systems, but lack the detail necessary to understand how their
deployment fits into existing product liability and consumer protection frameworks. This
distinction is further developed in Section 3.2.

Tenet 2: Claims That Regulation Will Stifle Innovation. The second tenet underpin-
ning the “unprecedented” narrative holds that binding regulation will stifle innovation,
undermine competitiveness, or hand an advantage to geopolitical rivals. This is a claim
that carries particular force given the growing number of ties linking Al to national se-
curity (NTIA 2024; Bureau of Industry and Security 2025). In practice, this logic steers
policymakers toward hybrid arrangements that combine limited mandatory obligations
with extensive voluntary commitments, as evidenced again by Executive Order 14110’s
reporting requirements for dual-use foundation models, which nonetheless left firms
substantial discretion (Executive Office of the President 2023; Guha et al. 2024; Bureau
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of Industry and Security 2024). This appeal to competitiveness also rests on a selective
reading of history: technologies regarded as strategically important, ranging from the
Manhattan Project to ARPANET and the F-35, were typically heavily funded, directed, and
constrained by the state, not left to open commercial competition. And yet modern-day
Al is unusual by comparison, as it is framed as strategically vital while being pushed
rapidly into mass consumer markets and, for frontier systems, sold or open-sourced in
ways that extend their reach to potential adversaries (Bureau of Industry and Security
2025). Furthermore, strict regulatory regimes routinely coexist with innovation else-
where, as in the pharmaceutical industry (U.S. Food and Drug Administration 2024; Stern
2017) (further explored in Section 3.2).

Tenet 3: Free Expression, Provenance, and Consent. The third tenet is perhaps the
most effective at deflecting regulation. Because generative Al typically causes harm
through the content a model produces when prompted by a user rather than through
the model itself, industry actors can argue that any legislation targeting those outputs
would infringe on the user’s freedom of speech. This argument is reinforced by recent
First Amendment litigation over platform moderation and compelled disclosures (Moody
v. NetChoice, LLC 2024; Lake 2024). Section 230 of the Communications Decency Act
compounds this uncertainty: it gives platforms broad protection from liability for user-
generated content, but it remains contested whether those protections should extend to
content generated by Al systems rather than by third-party users (U.S. Congress 1996;
Perault 2023; Volokh 2023). This argument lets developers direct attention toward
speech protection, and so they can deter policymakers from regulating not only the
outputs produced by generative Al, but also the broader AI development cycle.

Yet, within this debate there is still room for a regulatory response. Rather than banning
synthetic content outright, policymakers could instead require disclosures when content
is Al-generated, attach labels to it, or perhaps condition its algorithmic amplification
and advertising on available provenance signals. Where such provenance information is
recorded at the point of generation, it can reduce dependence on post-hoc detection,
which is considered increasingly unreliable.

The C2PA Content Credentials standard, already adopted by Adobe, Microsoft, and other
major platforms, provides one mechanism for attaching cryptographically signed informa-
tion about the source and editing history of a digital asset (C2PA 2026a). However, it has
limits: a valid credential establishes only that recorded provenance information remains
unaltered, and does not confirm whether the underlying content is true or non-deceptive,
and in some cases, credentials can be stripped through ordinary copying, editing, or plat-
form re-processing (C2PA 20264, 2026b, 2026c). The practical value of provenance also
depends on coordinated adoption by model providers, editing applications, platforms,
advertisers, and user interfaces. Some resistance to adoption is principled, as poorly
designed implementations may disclose sensitive information or facilitate surveillance,
risks that are particularly important for journalists, human-rights defenders, political
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dissidents, and other users for whom anonymity is a condition of safety (C2PA 2026c,
2026b). The C2PA approach is also notably weaker for text than forimage, audio, or video,
in which ordinary copying, pasting, or paraphrasing readily separates generated text from
any embedded manifest, so text requires other mechanisms such as account-level trans-
parency or enforcement against deceptive representations. While imperfect, provenance
still provides value and it should accordingly be treated as one evidentiary signal within
a wider governance regime rather than as a complete authentication solution.

Yet, in practice, provenance systems, labels, and ranking adjustments have been imple-
mented inconsistently (Mantzarlis 2025; Mantzarlis and Dutta 2025; Tiku and Verma
2025), and the association between provenance and speech regulation has given plat-
forms cover to roll back voluntary safeguards, as in Meta’s January 2025 decision to
end its third-party fact-checking program in the United States (McMahon, Kleinman,
and Subramanian 2025). In short, while some may argue that interventions targeting
Al-generated content may be constrained by speech regulation, even if this were the
case, there is still room to regulate. Provenance measures, while themselves limited,
provide one such starting point to protect users from much of this harm while remaining
within the constraints of speech regulation.

3.1 Decomposing the AI Supply Chain

We argue that provenance measures are just one example of the broader approach that
policymakers should take to Al regulation, that is, to regulate Al at the points where it
already exists as familiar infrastructure, products, and distribution systems. Foundation
model development is concentrated in a relatively small number of firms and operates
on centralized infrastructure (Vipra and Korinek 2023; Korinek and Vipra 2024). At the
same time, downstream products and distribution systems already sit within familiar
bodies of law. The task at this point is therefore to allocate responsibility across the
relevant layers rather than to search for a single master instrument capable of governing
all of Al at once.

This is not the first call for a more disaggregated approach to Al governance. The EU Al
Act, for example, distinguishes between providers, deployers, importers, distributors,
product manufacturers, and providers of general-purpose AI models, and thus allocates
obligations across the Al value chain (EU 2024b). Scholars such as Narayanan and Kapoor
argue that Al should be understood as a “normal technology” governed through familiar
institutional tools, while work on Al supply chains and the machine-learning life cycle
has similarly located responsibility across specific actors and stages rather than treating
Al systems as unitary objects (Narayanan and Kapoor 2025; Cobbe, Veale, and Singh
2023; Binns 2022). Our contribution is to connect that insight to the unprecedentedness
playbook of tenets described above. We show that existing law can be mapped onto each
layer, and why that law has so often gone unapplied: the rhetoric of AI exceptionalism
has obscured where responsibility lies and encouraged regulators to treat governable
systems as if they were beyond reach. Figure 1 sets out the contents of each layer, the
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N g Congress and Senate judiciary Private rights of action (e.g., “TAKE IT
Messaging platforms committees DOWN” act)
Advertising systems Antitrust law
Distribution

Figure 1: An overview of the Model, Deployment, and Distribution layers. Reframing
the AI monolith as three distinct layers shows where existing policy and regulatory
frameworks overlap with technical components (“Contents - What”), stakeholders (“Key
Actors - Who"), and applicable interventions (“Governance Mechanisms - How”).

main actors shaping it, and the governance mechanisms already available. We then
examine each in turn.

3.2 The Model Layer (Infrastructure)

The model layer comprises the core Al technologies themselves, including pre-trained
models, training pipelines through which they are developed, safeguards, and compute
infrastructure (see Figure 1, “Model” row). This is the layer at which much of the
current policy debate is concentrated, particularly around “frontier models,” compute
thresholds, and existential risk, and it is the layer most often framed as beyond the reach
of existing law. In practice, however, we argue that the model layer maps naturally onto
supply chains we already know how to regulate. This layer maps onto Tenet 1 (i.e., the
“complexity shield”), which breaks down Al into its constituent models and simplified
functionality.

The physical infrastructure behind foundation models is already embedded in regulated
systems. The training process itself runs on GPU clusters provided by a small number
of cloud and compute providers, principally Amazon Web Services, Microsoft Azure,
and Google Cloud, which together account for over 60% of the global cloud infrastruc-
ture market (Synergy Research Group 2025). The chips that power these clusters are
manufactured by an even smaller number of firms, most notably NVIDIA and TSMC
(TechInsights 2024), and are already governed, albeit imperfectly, by existing export
control regimes (Gupta, Walker, and Reddie 2024). In other words, the physical and com-
putational makeup of AI model development is already embedded in regulated supply
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chains, and the concentration of these resources among a small number of providers
(Vipra and Korinek 2023) means that the points of regulatory leverage are few and
well-defined.

Training data transparency raises a further set of questions around intellectual property,
privacy, and bias (Bommasani et al. 2023; Longpre et al. 2024). Yet each of these areas
is already governed, at least in principle, by existing law. Copyright questions around
foundation-model training, for example, rely on established doctrines such as fair use,
market substitution, and substantial similarity (Henderson et al. 2023). In the New
York Times v. OpenAl litigation, for instance, claims alleging copyright infringement,
contributory and vicarious infringement, and DMCA violations all fall under existing
intellectual property frameworks (New York Times Co. v. Microsoft Corp. 2023; New York
Times Co. v. Microsoft Corp. 2025). Similarly, the EU GDPR imposes obligations on data
processing regardless of whether that processing occurs in a model training pipeline or
in a more conventional system (EU 2016).

The legal foundations for governing these issues therefore already exist. What regulators
lack is the practical means to exercise that authority. Datasets are often undocumented
even by their creators (Longpre et al. 2024), and meaningful audits require sustained
human review. Rather than a problem of law, this is a resourcing and access problem.
A substantial technical literature has already developed solutions to this problem,
involving, among other things, encouraging standardized documentation practices such
as datasheets for datasets (Gebru et al. 2021) and model cards (Mitchell et al. 2019),
and audit methodologies for surfacing biased or unsubstantiated performance claims in
deployed systems (Raji and Buolamwini 2019; Birhane et al. 2024). These contributions
show that auditing Al systems is, in the narrow technical sense, a solved problem; what
has not followed is the institutional mandate, funding, and legal obligation to apply them
systematically. We argue that the inconsistency of their use is a governance failure rather
than a technical one, and that responsibility for closing that gap lies at the model layer,
with actors and mechanisms already identifiable in Figure 1.

Yet regulating inputs alone is insufficient, because the model produced from those
inputs also requires direct oversight before release. Other industries have long followed
this same logic. Pharmaceuticals must undergo premarket review and, in many cases,
clinical trials before approval, while financial institutions are stress-tested under adverse
scenarios to assess whether they can withstand systemic shocks (U.S. Food and Drug
Administration 2024; U.S. Congress 2010; Federal Reserve Board 2024). In Al the
closest equivalents are auditing and red teaming, which are structured pre-deployment
evaluations designed to identify failures before they occur at scale (Shevlane et al. 2023;
Phuong et al. 2024; Feffer et al. 2024; Casper et al. 2024). Governments have already
begun to move in this direction. The UK AI Security Institute has conducted evaluations of
frontier Al systems since November 2023, including pre-release testing of some frontier
models (Al Security Institute 2025; Perrigo 2025), and Executive Order 14110, before it
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was rescinded, established reporting requirements for models above certain compute
thresholds (Executive Office of the President 2023, 2025). The underlying principle is
familiar from product regulation more broadly, namely that developers should be required
to demonstrate safety before release.

The key actors at the model layer are Al safety institutes, standards bodies such as NIST,
frontier AI laboratories, and cloud and compute providers (Figure 1). Al safety institutes
now run pre-release and frontier-model evaluations, while NIST’s AI Risk Management
Framework provides a standards-based vocabulary for identifying, measuring, managing,
and governing Al risk (Tabassi 2023; Bommasani et al. 2023; Henderson et al. 2023;
EU 2016; Bureau of Industry and Security 2023). Governance at the model layer should
focus on pre-deployment model safety, training data transparency, and compliance with
existing data protection, intellectual property, and export obligations, without trying to
anticipate every downstream use. That work belongs to the next two layers.

3.3 The Deployment Layer (Product)

The deployment layer is where the model infrastructure becomes a product (see Figure 1,
“Deployment” row). It encompasses the software “wrappers” that expose model capa-
bilities to end users, including browser-based interfaces such as ChatGPT and Google
Gemini, mobile applications such as Grok, enterprise integrations such as Microsoft
Copilot, and specialized tools in sectors such as health care diagnostics and financial
credit scoring. As mentioned in Section 2, these products are composite systems rather
than a single wrapped model. This composition is important for liability, as responsibility
for a harmful output may fall to various actors within the product, such as the model
provider, the agent-orchestration layer, or the specific tool integration that executed the
action. In short, deployment-layer obligations need to be capable of reaching whichever
component made the relevant design choice. At this layer, a firm has made specific design
choices about which model to use, how to configure it, what guardrails to apply, what
claims to make about its capabilities, and whom to market it to. These decisions collec-
tively define the product, and with them come existing legal obligations. This targets
our Tenet 2 (i.e., the “innovation shield”) by showing where AI maps onto the existing
product innovation cycle.

Two bodies of law are immediately relevant at this layer. The first is consumer protection
law, which applies to all products regardless of the industry in which they are sold. In the
United States, the Federal Trade Commission (FTC) has broad authority under Section 5
of the FTC Act to pursue “unfair or deceptive acts or practices,” an authority that applies
irrespective of whether the product in question uses Al or any other technology (U.S.
Congress 1914). If a company markets an Al-powered legal-advice chatbot that provides
inaccurate guidance, the relevant question in this particular case is whether the product’s
marketing claims match its actual performance. This is the same standard applied to
any consumer product. The FTC has already signaled this intent through “Operation Al
Comply,” which has brought actions against companies marketing AI-powered products
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with unsubstantiated claims (Federal Trade Commission 2024).

Indeed, legal scholars have noted that the FTC’s existing Section 5 authority, alongside
other consumer protection statutes, is already sufficient to address many Al-related
harms without the need for AI-specific legislation (Corrigan et al. 2024; Guha et al. 2024).
The EU’s revised Product Liability Directive similarly extends strict liability to software,
including Al-enabled products (EU 2024a).

The second body of law is sector-specific regulation, which imposes additional require-
ments when an Al product operates within a regulated industry. The principle is thus that,
when an Al system is used in a regulated sector, it should be governed by the rules of that
sector. This is already happening in many instances (Muehlematter, Daniore, and Vokinger
2021). The U.S. Food and Drug Administration, for example, has regulated Al-enabled
medical devices under its existing premarket review authority, including granting the
first De Novo authorization for an Al-based sepsis prediction tool in 2024 (Bhargava
et al. 2024). Automated driving systems are regulated as components of vehicle safety
under the National Highway Traffic Safety Administration (NHTSA) (NHTSA 2017). And,
in financial services, Al-powered credit-scoring tools are subject to the Equal Credit
Opportunity Act (U.S. Congress 1974) and Fair Credit Reporting Act (U.S. Congress 1970;
Barocas and Selbst 2016). In each instance, again, the regulatory authority already ex-
ists. A medical AI product is ultimately a medical device, and a financial Al productis a
financial instrument.

3.4 The Distribution Layer (Platform)

The distribution layer consists of the app stores, social media feeds, search systems, mes-
saging platforms, advertising exchanges, and recommendation infrastructures through
which AI products and their outputs reach users (see Figure 1, “Distribution” row). This
is the layer that determines who sees what, in what context, with what degree of am-
plification, and with what commercial incentive behind that amplification. It is also the
layer that is least developed in much current AI policy debate, even though many of the
most visible harms associated with generative AI manifest here. This maps onto our
Tenet 3 (i.e., “free expression”) by clearly drawing the boundary between the underlying
technology and the content it produces.

We argue here that distribution deserves separate treatment because the downstream
effects of Al are rarely determined by model capability alone. For example, the same
synthetic image, chatbot output, or voice clip can be trivial in one setting and highly
consequential in another depending on how it is ranked, recommended, targeted,
monetized, or recirculated. Platform scholarship has long shown that recommendation,
ranking, moderation, advertising systems, and visibility reduction are themselves forms
of governance rather than neutral channels of transmission (Gillespie 2022; Gorwa 2024).
The distribution layer should therefore be treated as an important part of the causal
chain through which harm is produced.
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While social media is an obvious example, we recognize that distribution is not always
platform-controlled. Al outputs frequently reach audiences only after a user has gener-
ated content through a deployment-layer product and chosen to share it independently,
via private messaging, screenshots, re-uploads, or peer-to-peer channels that sit outside
any single platform’s ranking or recommendation systems. This distinction is particularly
important for regulatory design. Where distribution is platform-mediated, obligations
can attach to ranking, recommendation, and advertising infrastructure, as discussed
above. Where distribution is user-mediated, the more appropriate levers are notice-
and-takedown obligations and rapid removal mechanisms rather than earlier detection
methods, an approach already reflected in the federal TAKE IT DOWN Act, which re-
quires platforms to remove non-consensual intimate imagery upon notice, regardless
of how it reached the platform (U.S. Congress 2025). So while there are two pathways
to regulation at the distribution layer, both are well-trodden and can be addressed in
different ways.

Existing legal frameworks already reach many of these activities. Platform duties can
arise through advertising law, consumer protection, intermediary regulation, privacy
law, electoral law, and competition policy. In the European Union, the Digital Services
Act imposes obligations around advertising transparency, recommender-system trans-
parency, systemic-risk assessment, and risk mitigation by very large online platforms
and search engines (EU 2022). EU enforcement against X and information requests to
other large platforms have already focused in part on recommender systems and trans-
parency obligations (European Commission 2023, 2024). In the United States, while the
legal landscape is more fragmented, the underlying principles are nevertheless familiar.
Platforms that profit from deceptive synthetic advertising, facilitate the spread of ex-
ploitative apps, or misrepresent their moderation and labeling practices remain exposed
to consumer protection and related forms of scrutiny (Federal Trade Commission 2024;
Lake 2024; Kaminski and Jones 2024).

Competition law also warrants a mention here, as distribution infrastructures are domi-
nated by a small number of firms that control discovery, promotion, and monetization at
scale. Search engines, app stores, and social platforms all determine which Al products
gain visibility and which do not. They also influence which kinds of Al-generated outputs
are commercially rewarded. Because of this, concentration at the distribution layer can
therefore reinforce concentration at the model and deployment layers by privileging
vertically integrated firms or by making access to audiences dependent on a small hum-
ber of gatekeepers (Khan 2017; Crémer, Montjoye, and Schweitzer 2019; Gorwa 2024;
Vipra and Korinek 2023; Korinek and Vipra 2024). In summary, a serious Al governance
agenda therefore cannot avoid questions of platform power simply because they appear
to belong to communications policy or competition law rather than to AI policy in the
narrow sense.
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4 Conclusions: New Technology, Same Old Problems

Generative Al has been treated as a governance crisis because it is so often described
as unprecedented in form, scale, and consequence. This article argues that the more
important problem lies in that description itself. The language of unprecedentedness
has made ordinary regulation seem inapplicable at precisely the moment when existing
law is most needed. We argue that the central obstacle to effective governance has
therefore been a political and conceptual framing that casts governable products and
infrastructures as though they sit beyond the reach of established institutions.

We argue that this framing draws attention away from the places where responsibility
can actually be assigned, which can be made clear by instead breaking AI down into
its model, deployment, and distribution layers, thereby making the regulatory problem
much easier to assess. At each of these layers there are identifiable actors, existing
obligations, and institutions with a basis to act. For that reason, we argue that claims
that Al is fundamentally unregulatable should be treated with skepticism.

5 Addendum

Inlight of eventsin mid-2026, we add the following addendum. The Hugging Face incident
in July 2026 (METR 2026) has been widely characterized as an unprecedented moment:
agents built on OpenAl models circumvented sandbox controls and gained access to
the public internet. While operating with reduced safeguards in a testing capacity, the
agents obtained and used exposed credentials and previously unknown vulnerabilities to
compromise parts of Hugging Face’s production infrastructure in a sophisticated attack
comprising over a thousand agents and thousands of attacker actions (OpenAl 2026;
Hugging Face 2026; METR 2026).

While the agentic coordination effort, along with the resulting intrusion into third-party
production infrastructure, represents a significant advance in Al capabilities, we still
maintain that the incident does not show that such systems are beyond ordinary gover-
nance, even in the cybersecurity domain. Ultimately, the harms posed by these models
are familiar within cybersecurity law and practice. Conduct such as unauthorized access,
the misuse of credentials, arbitrary code execution, and data exfiltration constitutes a
well-established cybersecurity threat. Indeed, this incident resulted from a series of
identifiable model actions and organizational choices made by the actors in question
across the layers identified in this article. At the model layer, these were decisions about
evaluation design and safeguards made by OpenAl. At the deployment layer, infrastruc-
ture and platform operators, here both OpenAl and Hugging Face, retained responsibility
for access controls and the security of their systems. At the distribution layer, the account-
integrity and content-moderation policies of open repositories and community platforms
allowed malicious artifacts to be uploaded and disseminated.
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This incident and its aftermath illustrate core tactics from the “unprecedentedness”
playbook. The attack has generated substantial public discourse on existential Al risk,
much of it advanced by the frontier developers themselves (Ramkumar 2026; Amodei
2026b). This discourse allows the recasting of near-term harms, such as security
breaches, as novel and exceptional threats rather than familiar and immediate risks.
This, in turn, creates space for Al leaders to suggest alternatives to regulation, such
as reliance instead on “trust” (BBC News 2026) or voluntary commitments (Amodei
2026b). In short, while it is important to acknowledge that the agentic mechanism and
autonomous scale of the Hugging Face incident were unusual, the harms that occurred,
as well as the organizations, infrastructures, and design decisions through which they
occurred, remain familiar and governable through existing means.
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